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preface

Windows PowerShell is viewed by many IT professionals as a necessary evil, but we see
it as a management marvel. The challenge from the beginning has been to wrap one’s
head around the PowerShell paradigm of an object-based shell. Some people view
PowerShell as just another scripting language like VBScript, but the truth is that Power-
Shell is an automation and management engine. You can run this engine in a tradi-
tional console application, which is how most IT pros are first exposed to it. You can
also run it in a graphical environment like the PowerShell Integrated Scripting Envi-
ronment (ISE), or through a third-party tool like PowerGUI or PowerShell Plus.

As you might imagine, the fourth version of a product offers substantially more fea-
tures and benefits than the first, and PowerShell 4.0 fits this model. This version of
PowerShell naturally builds on what came before, but it takes off from there. If you
think of Windows 8.1 and Windows Server 2012 R2 as operating systems for the cloud,
then PowerShell 4.0 is the automation and management engine for the cloud, although
PowerShell “scales down” to help you better manage any size environment.

Collectively, we have close to 70 years of IT experience. We have worked with
PowerShell from its days as a beta product and have written on the topic for nearly as
long. Our goal is to bring this knowledge and experience into a single reference book.
Notice the key word, “reference.” This is not a how-to or teach yourself PowerShell
book, although you can learn much from reading it cover to cover. Rather, this book is
intended as the reference guide you keep at your desk or on your mobile device so
that when you need to better understand a topic, like PowerShell remoting, you have
a place to which you can turn.

www.it-ebooks.info


http://www.it-ebooks.info/

xxii

PREFACE

We have tried to keep our examples practical and targeted towards IT professionals
responsible for Windows system administration. It is our hope that this will be the
book you go to for answers.
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about this book

This book was written as a reference for system administrators. You can read the book
cover to cover, and we’ve tried to arrange the chapters in a logical progression, but in
the end it works best as a reference, where you can explore a topic more deeply in the
chapter that is devoted to a particular subject. Chapter 1 will tell you more about what
you will learn in the book, and what you need to know before you start.

The 41 chapters in the book are arranged into four parts, as follows:

= Part 1, “PowerShell Fundamentals,” includes chapters 1 through 9, which cover
the basics associated with using PowerShell. Although we didn’t write this book
as a tutorial, there are a few basics you’ll need to explore before you can use
PowerShell effectively: the pipeline, the concept of PowerShell hosts, the shell’s
help system, and so forth. We’ll dive deeper into some of these topics than a
tutorial normally would, so even if you're already familiar with these founda-
tional concepts, it’s worth a quick read-through of these chapters.

= Part 2, “PowerShell management,” covers topics such as remote control, back-
ground jobs, regular expressions, and HTML and XML. These are just a few of
the core technologies accessible within PowerShell that make server and client
management easier, more scalable, and more effective. Chapters 10 through 18
tackle these technologies individually, and we dive as deeply as we can into
them, so that you can master their intricacies and subtleties.

= Part 3, “PowerShell scripting and automation,” includes chapters 19 through 33,
which have a single goal: repeatability. Using PowerShell’s scripting language,

XXV
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ABOUT THIS BOOK

along with associated technologies like workflow, you can begin to create reus-
able tools that automate key tasks and processes in your environment.

= Part 4, “Advanced PowerShell,” consists of chapters 34 through 41. One of Power-
Shell’s greatest strengths is its ability to connect to other technologies, such as
WMI, CIM, COM, .NET, and a host of other acronyms. The chapters in part 4
look at each of these and demonstrate how PowerShell can utilize them. We
give you a starting place for doing this, and then we provide you with some
direction for further independent exploration.

Code conventions and downloads

All source code in listings or in textisin a fixed-width font like this to separate it from
ordinary text. Code annotations accompany many of the listings, highlighting important
concepts. In some cases, numbered bullets link to explanations that follow the listing.

The code samples are based on PowerShell 4.0. We intended the samples to be
instructive, but we did not design them for production use. They may not always
be the “best” PowerShell—our code examples were designed to reinforce concepts
and make points.

We have tried to fit code samples into the confines of a printed page, which means
that sometimes we have had to bend some rules. You are welcome to try the code snip-
pets on your computer, but remember that the book is not intended as a tutorial.
Longer code samples are displayed as code listings; we don’t expect you to type these.
If you want to try them, the files can be downloaded from the book’s page on the pub-
lisher’s website at www.manning.com/PowerShellinDepthSecondEdition.

We, along with our technical reviewer, strove to test and retest everything, but
sometimes errors will still sneak through. We encourage you to use the Author Online
forum for this book at www.manning.com/PowerShellinDepthSecondEdition to post
any corrections, as well as your comments or questions on the book’s content.

Author Online

Purchase of PowerShell in Depth, Second Edition includes free access to a private web
forum run by Manning Publications, where you can make comments about the book,
ask technical questions, and receive help from the authors and from other users. To
access the forum and subscribe to it, point your web browser to www.manning.com/
PowerShellinDepthSecondEdition. This page provides information on how to get on
the forum once you are registered, what kind of help is available, and the rules of con-
duct on the forum.

Manning’s commitment to our readers is to provide a venue where a meaningful dia-
logue between individual readers and between readers and the authors can take place.
It is not a commitment to any specific amount of participation on the part of the
authors, whose contribution to the book’s forum remains voluntary (and unpaid). We
suggest you try asking the authors some challenging questions, lest their interest stray!

The Author Online forum and the archives of previous discussions will be accessi-
ble from the publisher’s website as long as the book is in print.
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rated speaker at numerous technology conferences and symposia worldwide, and a
founding director of PowerShell.org, a community-owned and community-operated
resource for PowerShell users.
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MVP Award in Windows PowerShell. He works today as an independent author,
trainer, and consultant. Jeff has authored or co-authored numerous books written for
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up with Jeff at his blog (http://jdhitsolutions.com/blog) or on Twitter (@jeffhicks).

RICHARD SIDDAWAY has been working with Microsoft technologies for over 25 years,
having spent time in most IT roles. He has always been interested in automation
techniques (including automating job creation and submission on mainframes many
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early beta versions. He regularly blogs about PowerShell, and using PowerShell, at
http://blogs.msmvps.com/richardsiddaway/. Richard founded the UK PowerShell User
Group and has been a PowerShell MVP for the last seven years. He’s a regular
speaker and writer on PowerShell topics, and his previous Manning books include
PowerShell in Practice and PowerShell and WMLI.

THE AUTHORS would love to hear from you and are eager to help spread the good
news about PowerShell. We hope you’ll come up to us at conferences like TechEd
and let us know how much (hopefully) you enjoyed the book. If you have any other
PowerShell questions, we encourage you to use the forums at PowerShell.org, where
we all are active participants, or Manning’s Author Online forum at www.manning.com/
PowerShellinDepthSecondEdition.

About the cover illustration

The figure on the cover of PowerShell in Depth, Second Edition is captioned a “Man from
Split, Dalmatia.” The illustration is taken from the reproduction published in 2006 of a
nineteenth-century collection of costumes and ethnographic descriptions entitled
Dalmatia by Professor Frane Carrara (1812-1854), an archaeologist and historian and

www.it-ebooks.info


http://jdhitsolutions.com/blog
http://blogs.msmvps.com/richardsiddaway/
www.manning.com/PowerShellinDepthSecondEdition
www.manning.com/PowerShellinDepthSecondEdition
Petri.com
PowerShell.org
http://www.it-ebooks.info/

ABOUT THIS BOOK

the first director of the Museum of Antiquity in Split, Croatia. The illustrations were
obtained from a helpful librarian at the Ethnographic Museum (formerly the
Museum of Antiquity), itself situated in the Roman core of the medieval center of
Split: the ruins of Emperor Diocletian’s retirement palace from around AD 304. The
book includes finely colored illustrations of figures from different regions of Croatia,
accompanied by descriptions of the costumes and of everyday life.

The man on the cover is wearing dark blue woolen trousers and a black vest over a
white linen shirt. Over his shoulder is a brown jacket, and a red belt and a red cap
complete the outfit; in his hand he holds a long pipe. The elaborate and colorful
embroidery on his costume is typical for this region of Croatia.

Dress codes have changed since the nineteenth century and the diversity by
region, so rich at the time, has faded away. It is now hard to tell apart the inhabitants
of different continents, let alone different towns or regions. Perhaps we have traded
cultural diversity for a more varied personal life—certainly for a more varied and fast-
paced technological life.

We at Manning celebrate the inventiveness, the initiative, and, yes, the fun of the
computer business with book covers based on the rich diversity of regional life of two
centuries ago, brought back to life by the pictures from this collection.
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Part 1

PowerShell fundamentals

In part 1, we’ll cover some of the basics associated with using PowerShell.
Although we didn’t write this book as a tutorial, there are nonetheless a few
basics you’ll need to explore before you can use PowerShell effectively: the pipe-
line, the concept of PowerShell hosts, the shell’s help system, and so forth. We’ll
dive a bit deeper into some of these topics than a tutorial normally might do, so
even if you’re already familiar with these foundational concepts, it’s worth a
quick read-through of these chapters.
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1.1

Introduction

This chapter covers

® What the book will and won't teach
® The boundaries of this book
= Going beyond PowerShell

As of this writing, Windows PowerShell is on to its seventh year of existence and in
its fourth major release, with a fifth version in preview. In that time, it’s changed the
way people look at administering many Microsoft, and even some non-Microsoft,
products. Although the graphical user interface (GUI) will always be an important
part of administration in many ways, PowerShell has given administrators options:
Use an easy, intuitive GUIL; manage from a rich, interactive command-line console;
or fully automate with a simple scripting language. We’re delighted that so many
administrators have started using PowerShell, and we’re honored that you’ve cho-
sen this book to further your own PowerShell education.

Who this book is for

We wrote this book for system administrators, not developers. In the Microsoft
world, administrators go by the catchall title “IT professional” or “IT pro” and that’s
who we had in mind. As such, we assume you’re not a full-time programmer, although
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if you have some programming or scripting experience it'll make certain parts of Power-
Shell easier to learn.

We assume you’re primarily interested in automating various administrative tasks
and processes, or at least being more efficient, but we don’t make any assumptions
about the products with which you work. You may be an Exchange Server administra-
tor, or maybe SharePoint or SQL Server is your thing. Perhaps you manage Active
Directory, or you're in charge of file servers. You may even manage a Citrix or VMware
environment (yes, they can be managed by PowerShell). It doesn’t matter, because
what we’ll focus on in this book is the core technologies of PowerShell itself: the tech-
niques and features you’ll need to use no matter what products you’re administering.
We do use Active Directory in a few examples, but every technique, pattern, practice,
and trick we show you will apply equally well, no matter where you’ve chosen to use
PowerShell.

What this book will teach you

You can certainly read this book cover to cover, and we’ve tried to arrange the chap-
ters in a logical progression. But in the end, we intend for this book to be a reference.
Need to figure out PowerShell Remoting? Skip to that chapter. Confused about how
commands pipe data from one to another? We’ve written a chapter for that. Need to
access a database from within a PowerShell script? There’s a chapter for that.

We’ve no intention of making you a programmer—we don’t claim to be program-
mers—we all have backgrounds as IT pros. Yes, PowerShell can support some robust
scripts, but you can also accomplish a lot by running commands. If you have program-
ming experience, it’ll serve you well, and you may be tempted to approach PowerShell
more as a scripting language, which is fine. If you’ve never scripted or programmed a
single line of code, you’ll probably see PowerShell as a pure command-line interface,
where you run commands to make stuff happen, and that’s fine, too. Either way you
win because you get to automate your tedious, repetitive work. The other winning fea-
ture is that what you learn by using PowerShell at the command line is directly usable
when you start writing scripts—there’s no wasted learning with PowerShell.

What this book won’t teach you

We assume you’re already an experienced administrator and that you’re familiar with
the inner workings of whatever technology you manage. We aren’t going to teach you
what an Active Directory user account is, or what an Exchange mailbox does, or how
to create a SharePoint site. PowerShell is a tool that lets you accomplish administrative
tasks, but like any tool it assumes you know what you’re doing.

To use a noncomputer analogy, PowerShell is a hammer, and this book will teach
you how to swing that hammer and not smash your thumb. We won’t teach you about
building houses, though—we assume you already know how to do that and that you’re
looking for a more efficient way to do it than pounding nails with a rock.
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Beyond PowerShell 5

Where we drew the line

It’s safe to say that PowerShell can’t do everything for you. You’ll find some things with
which it’s completely incapable of helping, as with any technology. But you’ll also find
tasks for which PowerShell works well. And you’ll encounter that weird middle
ground where you could do something in PowerShell, but to do it you’d have to go
beyond the strict boundaries of what PowerShell is. For example, PowerShell doesn’t
natively contain a way to map a network printer.

NOTE There is a PrintManagement module containing an Add-Printer cmd-
let, but it’s part of Windows (specifically Windows 8/2012 and later) rather
than PowerShell.

You could instantiate a Component Object Model (COM) object to accomplish the
task from within PowerShell, but it has nothing to do with PowerShell. Instead, it’s
the shell giving you a way to access completely external technologies. In these cases
(which are becoming increasingly rare in the latest version of Windows), we’ll only
say, “You can’t do that in PowerShell yet.” We know our statement isn’t 100% true, but
we want to keep this book focused on what PowerShell is and what it does natively. If
we turn this book into “everything you can do with PowerShell natively, plus all the
external stuff like NET and COM and so on that you can get to from PowerShell,” it’d
grow to 7,000 pages in length and we’d never finish.

That said, we’re including material in the book on using some of these external
technologies, along with some guidance on where you can find resources to educate
yourself on them more completely if you’ve a mind to do so.

Beyond PowerShell

PowerShell is a lot like the Microsoft Management Console (MMC), with which you’re
probably familiar. On its own, it’s useless. Both the MMC and PowerShell only become
useful when you add extensions, which in the MMC would be “snap-ins,” and in Power-
Shell would be either a “snap-in” or a “module.” Those extensions give you access to
Exchange, Active Directory, SharePoint, SQL Server, and so on. The later versions of
Windows (Windows 8 and later) ship with over 50 additional modules, not counting the
Remote Server Administration Tools (RSAT) modules. This additional functionality is
blurring the boundaries of PowerShell. The thing to remember is that in this book
we’re concentrating on the core of PowerShell so that you understand how it works.
Using the other modules will become obvious once you understand PowerShell itself.
Understand that the folks at Microsoft who write PowerShell don’t write the exten-
sions. They provide some tools and rules for the developers who do create extensions,
but their job is to create the core PowerShell stuff. Extensions are made by other
product teams: The Exchange team makes the Exchange PowerShell extension, the
Active Directory team makes its extension, and so on. If you’re looking at a particular
extension and don’t like what you see, blame the product team that produced it, not
PowerShell. If you’d like to administer something—maybe Windows Internet Name
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Service (WINS) Server, for example—and PowerShell has no way to administer it, it’s
not the PowerShell team’s fault. Blame the owners of the technology you’re trying to
work with, and encourage them to get on board and produce a PowerShell extension
for their product.

This division of labor is one reason why we’re keeping this book focused on the
core of PowerShell. That core is what you’ll use no matter what extensions you end up
deploying to achieve your administrative goals.

Ready?

Okay, that’s enough of an introduction. If you want to follow along, make sure you
have PowerShell v4 installed on a Windows 7 or later client. You’ll also find it useful to
have a test server running PowerShell v4, ideally on Windows Server 2012 R2.

NOTE The examples and code in this book will work with PowerShell v5 if
you have that installed. The major new feature in PowerShell vb is software
management through the OneGet module.

Now, pick a chapter and jump in.
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PowerShell hosts

This chapter covers

m The purpose of PowerShell hosts
m The PowerShell console and ISE hosts

m The differences between 64-bit and
32-bit hosts

m PowerShell transcripts

PowerShell can be confusing to use because it behaves differently in different situa-
tions. Here’s an example from PowerShell v2: When you run the Read-Host com-
mand in the PowerShell.exe console, it behaves differently than if you run that same
command in the PowerShell Integrated Scripting Editor (ISE). The reason you
encounter these differences has to do with the fact that you don’t interact directly
with PowerShell. Instead, you give commands to the PowerShell engine by means of a
host. It’s up to the host to determine how to interact with the PowerShell engine.

NOTE The difference in the response of Read-Host between the console
and the ISE has been eliminated in PowerShell v3 and later.

The PowerShell engine is a set of .NET Framework classes stored in a DLL file. You
can’t interact with it directly. Instead, the application you interact with loads the
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engine. For example, if you've ever used the Exchange Server 2007 (or later) graphi-
cal management console (called the Exchange Management Console, or EMC), then
you’ve used a PowerShell host. The EMC lets you interact by clicking icons, filling in
dialog boxes, and so forth, but it’s PowerShell that performs the actions it takes. You
never “see” the shell, but it’s hiding under the GUI. That’s why it can show you the
PowerShell commands for the actions it has performed. Exchange also provides a
console-based shell that exposes the underlying PowerShell engine together with the
Exchange cmdlets.

When we talk about “using PowerShell,” we’re most often talking about using it
through a host that looks more like a command-line shell. Microsoft provides two dif-
ferent hosts for that purpose: the console and the ISE. Third-party vendors can also
produce host applications, and many popular PowerShell editors—PrimalScript, Power-
GUI, PowerShell Plus, PowerSE, and so forth—all host the PowerShell engine. You can
write your own .NET programs to run PowerShell scripts or even call the underlying
classes directly. How you interact with the shell and what your results look like will
depend on the host you’re using. Results might look and work one way in the Micro-
softsupplied console, but they might look and work differently in a third-party appli-
cation—or in some cases may not work at all. Conversely, some things that have
worked in a third-party host don’t work in the Microsoft hosts.

TIP Remember that if things work in one host but not in another, it’s mostly
likely due to the differences in the hosts rather than it being a PowerShell
error. If you have an error in a third-party host that you can’t resolve, make
sure you test it in the Microsoft PowerShell console as a lowest common
denominator.

For this book, we’ll assume you’re using one of the two Microsoft-supplied hosts,
which we’ll describe in this chapter.

32-bit vs. 64-bit, and administrator vs. not
The way you access the shortcuts for Microsoft’s PowerShell host applications depends
on the version of the operating system and the install options you’ve chosen. The first
thing you need to be aware of is that PowerShell v4 isn’t available on all versions of
Windows. It’s installed as part of the base build on

= Windows 8.1 x86 and x64

= Windows Server 2012 R2 x64
The Windows Management Framework (WMF) download (PowerShell v4, WinRM v3
[the version of WinRM hasn’t changed between PowerShell v3 and v4], and the new
WMI API) is available for
Windows 7 SP1 (or above) x86 and x64
Windows Embedded Standard 7
Windows Server 2008 R2 SP1 (or above) x64
Windows Server 2012
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The WMF download is available from www.microsoft.com/en-us/download/details
.aspx?1d=40855. Check the version you need for your system in the download instruc-
tions. You’ll notice that PowerShell v4 isn’t available for Windows 8. This is deliberate
because it’s included in the free Windows 8.1 upgrade.

NOTE If you're using Windows XP, Windows Vista, Windows Server 2008, or
any flavor of Windows Server 2003, you can’t install PowerShell v4. Check
appendix C for further information on the differences between the Power-
Shell versions.

Application incompatibilities
Don’t install WMF 4.0 on a system running any of the following:

m System Center 2012 Configuration Manager (but you can install SP1 to remove
the incompatibility)

= Microsoft Exchange Server 2013

= Microsoft Exchange Server 2010

Microsoft Exchange Server 2007

Microsoft SharePoint Server 2013

Microsoft SharePoint Server 2010

Windows Small Business Server 2011 Standard

These restrictions also apply to WMF 3.0 (PowerShell 3.0), but they may be changed
with the issue of Service Packs for these applications. Please check the application
documentation to see if there are any changes.

You’ll need to install Microsoft .NET Framework 4.5 (use the full offline installer from
http://msdn.microsoft.com/en-us/library/ba4x27ek (v=vs.110).aspx) before install-
ing WMF 4.0. The 4.5 version of the framework is preinstalled on Windows 8.1 and
Windows Server 2012 R2.

Microsoft, and other vendors, have produced tablet devices with Windows RT
installed. These devices, such as the Microsoft Surface, do have PowerShell installed,
but the instance of PowerShell is constrained in that you can’t access some features.
Which features are unavailable depends on whether the device is running Windows 8
or Windows 8.1 RT, but here are some examples:

= You can’t remote into the device.
= You can’t run workflows.
= You can’t use Desired State Configuration.

In addition, the ISE isn’t available on Surface devices.

NOTE The Microsoft Surface Pro devices run a full version of PowerShell,
including the ISE.

In the Windows 8/2012 family of products, the way you access applications has
changed. You use the Start screen instead of the Start menu. If you're on the Windows
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Desktop, press the Win button to access the Start screen or click the Start button in
Windows 8.1/2012 R2. Scroll to the right to find the PowerShell icon. Alternatively,
press Win-Q) to access the application search menu.

On earlier versions of Windows you’ll find shortcuts to Microsoft’s host applica-
tions on your computer’s Start menu. If you’re on a Server Core (Windows Server
2008 R2 or later) system that doesn’t have a Start menu, run powershell to start the
console host. You’ll need to install PowerShell because it isn’t part of the default Win-
dows Server 2008 R2 server core install. The shortcuts can usually be found under
Accessories > Windows PowerShell.

NOTE PowerShell and the old command prompt use the same underlying
console technology, which means you can type Powershell in a command
prompt or cnd in a PowerShell console and “switch” to the other shell. Typing
exit will revert back to the starting shell.

On a 32-bit system (on any Windows version), you’ll find shortcuts for PowerShell—
what we refer to as “the console”—and for the PowerShell ISE. Obviously, these short-
cuts both point to 32-bit versions of PowerShell. But on a 64-bit system you’ll find
four shortcuts:

= Windows PowerShell—the 64-bit console

= Windows PowerShell ISE—also 64-bit

= Windows PowerShell (x86)—the 32-bit console
Windows PowerShell ISE (x86)—also 32-bit

It’s important to run the proper version, either 32-bit or 64-bit. PowerShell itself
behaves the same either way, but when you’re ready to load extensions you can only
load ones built on the same architecture. The 64-bit shell can only load 64-bit exten-
sions. If you have a 32-bit extension, you’ll have to load it from the 32-bit shell. Once
you launch, the window title bar will also display “(x86)” for the 32-bit versions, which
means you can always see which one you’re using.

TIP We recommend that you pin PowerShell to your taskbar. Doing so makes
access much quicker. Right-clicking the icon on the taskbar provides access to
the PowerShell console and the ISE in addition to providing links to run as
Administrator for both hosts.

On computers that have User Account Control (UAC) enabled, you’ll need to be a bit
careful. If your PowerShell window title bar doesn’t say “Administrator,” you’re not
running PowerShell with Administrator authority.

WARNING Watch the top-left corner of the host as it starts. It will say “Admin-
istrator: Windows PowerShell” or “Administrator: Windows PowerShell ISE”
during at least some of the startup period. Some of us, like Richard, modify
the title bar to display the path to the current working directory so the title
bar won’t show “Administrator” once the profile has finished executing.
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X} Administrator: Windows PowerShell

1
a
> | II

Windows PowerShell
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32>

[ < >

Figure 2.1 An elevated PowerShell session from Windows 8.1. Notice the Administrator label in
the caption.

If you’re not running as an Administrator, some tasks may fail with an “Access Denied”
error. For example, you can only access some WMI classes when you're using Power-
Shell with the elevated privileges supplied by running as Administrator. If your title
bar doesn’t say “Administrator” and you need to be an Administrator to do what
you’re doing, close the shell. Reopen it by right-clicking one of the Start menu short-
cuts and selecting Run as Administrator from the context menu. That’ll get you a win-
dow title bar like the one shown in figure 2.1, which is what you want. In Windows 8,
either right-click the taskbar shortcut or rightclick the title on the Start screen to
access the Run as Administrator option.

It’s always worth taking a moment to verify whether your session is elevated before
continuing with your work. One way you can do this is to modify your profile so that
the console top border indicates whether PowerShell is elevated (in addition to speci-
fying whether it’s x86 or x64 and the current folder). You can then set a smaller
prompt so that you have more of the console to type in. By default the current path is
shown at the prompt, as you can see in figure 2.1. The function you need to add to
your profile appears in listing 2.1.

function prompt { Determine 64-
if ([System.IntPtr]::Size -eq 8) {$size = '64 bit'} or 32-bit
else size = '32 bit' .

(s ) Get Windows-
ScurrentUser = [Security.Principal.WindowsIdentity] ::GetCurrent () Pri.ncipal
$secprin = New-Object Security.Principal.WindowsPrincipal $currentUser object

if ($secprin.IsInRole([Security.Principal.WindowsBuiltinRole] ::Administrator))
{$admin = 'Administrator'}

Determine if
else {$admin = 'non-Administrator'} elevated
Shost.ui.RawUI.WindowTitle = "$Sadmin $size $(get-location)" Set window

vE> title
} 6 Set prompt
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1>} Administrator 64 bit C:\scripts = = “

Windows PowerShell
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

Ea

< >

Figure 2.2 The Windows PowerShell console from Windows 8.1 after running the function in
listing 2.1 in your profile.

The function in listing 2.1 specifies whether you’re running the 32- or 64-bit version of
PowerShell @. The current user is retrieved and used to create a Security.Principal
.WindowsPrincipal object @. That object is then used to determine whether the user
is running PowerShell as Administrator—that is, with elevated privileges €. The window
title is set using the information gathered earlier @, and then the prompt is set @.
Any string you want can be used as the prompt. The results of including listing 2.1 in
your profile are shown in figure 2.2. The ISE will also run this function at startup.

The PowerShell console is the simpler of the two available hosts, which is why we’ll
consider it before ISE.

The console

Most people’s first impression of PowerShell is the Microsoft-supplied console, shown
in figure 2.2 in the previous section. This console is built around an older piece of
console software that’s built into Windows—the same one used for the old Cmd.exe
shell. Although PowerShell’s programmers tweaked the console’s initial appearance—
it has a blue background rather than black, for example—it’s still the same piece of
software that’s been more or less unchanged since the early 1990s. As a result, it has a
few limitations. For example, it can’t properly display double-byte character set
(DBCS) languages, making it difficult to use with Asian languages that require a larger
character set. The console also has primitive copy-and-paste functionality, along with
fairly simplistic editing capabilities.

You may wonder then, why use the console? If you’ve ever used a command-line
shell before, even one in a Unix or Linux environment, the console looks and feels
familiar. That’s the main reason. If you’re using Server Core, then the console is your
only choice, because the ISE won’t run on Server Core.

NOTE “Server Core” is a term that originated in Windows Server 2008. In
Windows Server 2012 and later, Server Core is the default server installation
that doesn’t have the Server Graphical Shell feature installed. PowerShell
wasn’t available on the Windows Server 2008 version of Server Core, but it’s
available in Windows Server 2008 R2 and later.
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Within the console, you can use a few tricks to make it a bit easier to work with:

= Pressing the up and down arrows on your keyboard will cycle through the com-
mand history buffer, enabling you to recall previous commands, edit them, and
run them again.

= Pressing F7 will display the command history buffer in a pop-up window. Use
the up and down arrow keys to select a previous command, and then either
press Enter to rerun the command or press the right arrow key to display the
command for editing.

= Use your mouse to highlight blocks of text by left-clicking and dragging. Then,
press Enter to copy that block of text to the Windows clipboard. Quick Edit
Mode must be enabled in the console’s properties for this to work.

= Right-click to paste the Windows clipboard contents into the console.

= Use the Tab key to complete the PowerShell cmdlet, function, and parameter
names. In PowerShell v4, variable names and .NET classes can also be com-
pleted in this way.

You can also do a few things to make the console more comfortable for yourself. Click
the control box, which is at the top-left corner of the console window, and select Prop-
erties. You’ll want to make a few adjustments in this dialog box:

= On the Options tab, you can increase the command history buffer. A bigger
buffer takes more memory but preserves more of the commands you’ve run,
allowing you to recall them and run them again more easily.

= On the Colors tab, choose text and background colors you’re comfortable reading.

= On the Font tab, select a font face and size you like. This is important: You want
to be sure you can easily distinguish between the single quote and backtick
characters, between parentheses and curly brackets, and between single and
double quotes. Distinguishing these characters isn’t always easy to do using the
default font. The backtick and single quote confusion is particularly annoying.
The Consolas font is a good choice. Consider changing the text color to pure
white (RGB 255:255:255) for better readability.

NOTE On a U.S. or U.K. keyboard, the backtick character is located on the
upper-left key, under the Esc key. It shares space with the tilde (~) character.
It’s also referred to as a “grave accent mark.” On other keyboards, you may
find it in a different location.

= On the Layout tab, make sure both Width settings are the same. The bottom
one controls the physical window size, whereas the top one controls the logical
width of the window. When they’re both the same, you won’t have a horizontal
scrollbar. If the upper “screen buffer” width is larger than the “window size,”
you’ll have a horizontal scrollbar. That means viewing much of PowerShell’s
output will require horizontal scrolling, which can become cumbersome and
annoying to work with.
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As you’re customizing your console window, take a moment to make sure it can dis-
play all the characters from the character set with which you work. If any characters
aren’t displaying properly, you may want to switch to the PowerShell ISE instead. Its
ability to use TrueType fonts and to display DBCS languages makes it a real advantage.

The PowerShell ISE

The PowerShell Integrated Scripting Environment, or ISE (usually pronounced “aye
ess eee,” not “ice”), was created to offer a better script-editing experience than Win-
dows Notepad, as well as provide a console experience that supports the use of DBCS
languages and TrueType fonts. In general, the ISE works similarly to the console host,
with a few exceptions:

= The ISE can maintain several PowerShell runspaces in a single window by placing
each onto a separate tab. Each runspace is an instance of PowerShell, much like
opening multiple console windows.

= The ISE can have multiple PowerShell scripts open simultaneously. Each is avail-
able through a separate tab.

= The ISE displays graphical dialog boxes for many prompts and messages, rather
than displaying them on a command line as text.

» The ISE doesn’t support transcripts, which we’ll describe later in this chapter
(this changes in PowerShell vb5).

= You can change the font, starting size, and color schemes by selecting Tools
from the menu and then selecting the appropriate options. To adjust the text
display size, use the slider at the bottom right of the ISE window.

NOTE Some server operating systems don’t have the ISE installed by default.
If you need it, and it isn’t present, you can install it using Server Manager like
any other Windows feature. You can also use PowerShell to install ISE on serv-
ers. The command syntax is Add-WindowsFeature -Name PowerShell-ISE.
The ISE may be installed but not exposed through the Start screen, in which
case you need to pin it to the Start screen and/or taskbar.

The ISE supports two basic layouts, which are controlled by the three buttons on its
toolbar. The default layout, shown in figure 2.3, uses two vertically stacked panes.

The top pane is the script editor, and the bottom pane is where you can interac-
tively type commands and receive output. In PowerShell v3, the interactive and output
panes were combined to effectively duplicate the PowerShell console. This configura-
tion is maintained in PowerShell v4.

Clicking the second layout button in the toolbar gives you the layout shown in fig-
ure 2.4, where the script editor takes up one side and the console takes up the other.

Finally, the last button switches to a full-screen editor, which is useful if you're
working on a long script. In some views, you’ll notice that the script pane has a little
blue arrow in the top-right corner. This can be used to hide or expose the script pane.
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Figure 2.3 The default ISE layout uses two vertically stacked panes together with the Command Add-
on pane (which we’ve removed here). The title shows that ISE is being run in a nonelevated manner—
using the function in listing 2.1 as part of our profile.
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Figure 2.4 The split view gives you more room to edit a script.
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Figure 2.5 Getting to know the ISE toolbar can save you time when performing common tasks.

The other toolbar buttons, labeled in figure 2.5, provide access to the majority of
the ISE’s functions (the button layout is identical in PowerShell v3 and v4). You’ll
also find additional options on the menu. The File, Edit, and View menus are self-
explanatory, and we’ll discuss the Debug menu when we come to the topic of debug-
ging in chapter 31.

Let’s try something: In the ISE, select New PowerShell Tab from the File menu.
(You’ll also see a New Remote PowerShell Tab option. We’ll discuss that in chapter 10
on Remoting.) What pops up is a whole new instance of PowerShell, called a
runspace, which we mentioned earlier. Each tab has its own set of script file tabs, with
each file tab representing a single script file. Each PowerShell tab also has its own out-
put area and command-line pane. Each PowerShell tab is truly separate: If you load an
extension into one, for example, it’s only available in that one. To load an extension
into every open PowerShell tab, you have to manually load it into each one, one at a
time. Figure 2.6 shows what the ISE looks like with two PowerShell tabs open and with
several script files opened within one PowerShell tab.

A lot of folks tend to think of the ISE as “just a script editor,” but it’s designed to be
a complete, usable replacement for the PowerShell console host. The ISE offers better
copy-and-paste capabilities (using the standard Ctrl-C, Ctrl-X, and Ctrl-V shortcut
keys), better color-coding for PowerShell syntax, and more. Even if you hide the script
editor pane and only use the ISE as an interactive command line, you’ll often have a
better PowerShell experience than you would with the console. The ISE even supports
the up/down arrow keys for recalling previous commands and lets you edit those com-
mands by putting your cursor anywhere on the line and typing away.
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)
10 $file Join-Path -Path $($env:windir) -ChildPath "
11 & if ( (Test-Path -Path $file)){
12 Throw "Hosts file not found"
13 }
14 Write-Verbose "Remove IP Address™
15 $data ((Get-Content -Path $file) “$ip\s

17 $data

Completed Ln1 Col1 100%

Figure 2.6 The ISE supports multiple PowerShell tabs, as well as multiple script files within each tab.

The ISE is also extensible. Information on some of the available extensions, sample
code, and guidance on writing your own extensions to the ISE can be found at http://
social.technet.microsoft.com/wiki/contents/articles/2969.windows-powershell-ise-add-
on-tools.aspx.

Command history buffer vs. PowerShell’s history

The console application maintains its own command history buffer, which contains a
list of the commands you’ve run. It holds the 50 most recent commands by default,
and we explained earlier how you can adjust that number. When you’re using the up
and down arrow keys, or pressing F7 in the console, you're accessing this buffer.
PowerShell maintains its own independent list of the commands you’ve run, and
you can view that list by running the Get-History command. By default this buffer
maintains the last 4,096 commands. We're not going to dive into a lot of detail on
PowerShell’s history at this point, although we’ll work it into the discussion in upcom-
ing chapters as needed. For now, you should be aware of the two different histories,
being maintained in two different ways. Also be aware that a number of cmdlets are
available for viewing and working with the PowerShell history (Get-Help *history).

Transcripts

The PowerShell console—but not the ISE currently—supports the Start-Transcript
and Stop-Transcript commands. When you start a transcript, every PowerShell
command you run, along with its output and errors, will be saved to a text file. Leg-
acy commands such as ping and ipconfig will have the command recorded only in
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the transcript file, not the output. When you close the shell or stop the transcript, the
shell stops recording your actions. If you run Start-Transcript without any parame-
ters, it creates a file in your Documents folder that includes a timestamp. Or you can
specify your own filename:

PS C:\> Start-Transcript c:\work\Monday.txt

You’ll find transcripts useful when you’re experimenting with the shell, because they
enable you to keep a log of everything you’ve tried. You can then review the file in
Notepad or another text editor, copy out the parts you want, and save them for future
use. If necessary, you can append to an existing transcript file. This can be handy
when you’re working with PowerShell features that can exist between PowerShell ses-
sions, such as workflows. Use the -append parameter:

PS C:\> Start-Transcript c:\work\mytranscript.txt -append

Non-Microsoft hosts often don’t support transcripts. If you try to start a transcript in a
host that doesn’t support it (such as the ISE), you’ll get an error message that clearly
explains what’s wrong. It’s not your fault; the authors of that host didn’t do the work
necessary to make transcripts possible.

Summary

You can use Windows PowerShell within a variety of host applications, and the ones
you’ll probably use most commonly are the Microsoft-supplied console and ISE hosts.
The ISE offers a richer experience, but it lacks support for a small number of features
such as transcripts. On 64-bit systems, Microsoft supplies 32-bit and 64-bit versions of
both hosts, although on server operating systems you may have to take extra steps to
install them. You should spend a little time familiarizing yourself with these hosts’ user
interfaces, as well as some time customizing them to suit your needs.
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Using the PowerShell
help system

This chapter covers

Defining PowerShell help commands
Updating help

Saving help

Using help

Working with common parameters

One of the difficulties associated with command-line interfaces is their inherent
lack of discoverability. You won’t find any tooltips, toolbars, context menus, or
menus—none of the elements that a graphical user interface (GUI) offers to help
you figure out what you can do and how to do it. PowerShell attempts to make up
for this shortcoming with an effective and comprehensive help system. We firmly
believe that becoming proficient at using the help system is a critical factor in any-
one’s ability to succeed at PowerShell. “Be prepared to read the help,” Don says, “or
you’ll fail at PowerShell.”

The help commands

PowerShell’s official command for searching and retrieving help is Get-Help.
But you’ll often see people using help or man instead. These aren’t technically
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nicknames (or aliases, which we cover in the next chapter), but rather they’re a func-
tion (help) and an alias to that function (man). Both help and man run Get-Help
under the hood, but they pipe its output to more (much like running Get-Help Get-
Service|more), resulting in a page-at-a-time display (that you can advance one line at
a time by pressing Enter) or a screenful at a time (by pressing the spacebar). For this
chapter, we’ll mostly show our examples using help. Note that the page display
doesn’t work in the PowerShell ISE, because it doesn’t directly support the use of
more. The help in the PowerShell v2 ISE is provided as a compiled help file. Creating a
shortcut on your desktop to that file gives an alternative method of accessing help
information. In PowerShell v3 and later, the updatable help functionality takes over
and there isn’t a compiled help file available for the PowerShell cmdlets.

NOTE Technically, help is a function and man is an alias to help. They both
accomplish the same thing.

Get-Help produces output, like all other cmdlets, as objects; we’ll get to those in chap-
ter 7, which focuses on working with objects. Piping those to more, as happens with help
and man, results in output that’s pure text. For the most part, the conversion to pure text
won’t have any impact on you accessing help information whatsoever, which means you
can feel free to use any of the commands with which you feel more comfortable.

Where’s the help?

PowerShell v3 introduced a new feature called wupdatable help. This is a great feature
that has, unfortunately, led to a lot of confusion and gnashing of teeth. For a number
of reasons, both technical and nontechnical, Microsoft doesn’t include any of Power-
Shell’s help files with PowerShell itself. Instead, you must download and install those
help files on any computer where you’ll want to read them. To do so, run Update-
Help. The command can even download updated help for non-Microsoft shell exten-
sions that have been designed to take advantage of this feature. You should also set
yourself a reminder to run it every month or so in order to have the most recent help
files on your system, possibly as a scheduled job using another feature introduced in
PowerShell v3 (see chapter 11). You can also subscribe to an RSS feed at http://
sxp.microsoft.com/feeds/msdntn/PowerShellHelpVersions that will provide informa-
tion when new versions of the help files are made available. If you don’t download
help, you’ll be prompted to do so the first time you use the Get-Help cmdlet.

WARNING If you don’t download the help files (which are XML files), Power-
Shell will automatically generate a fairly stripped-down help display when you
ask for help. Needless to say, we strongly recommend taking the 30 seconds
you’ll need to download the help before you start using the shell.

The Update-Help command has a few parameters that let you customize its behavior.
Some of these are designed to accommodate specific operational restrictions that
some organizations deal with, so we’ll cover those:
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= The -Module parameter accepts one or more module names (in a comma-
separated list) and attempts to update help for only those modules. This can be
quicker than forcing the shell to check for updated help for every installed
module, if you know that only one or two have been updated.

» The -SourcePath parameter provides a comma-separated list of local file paths
(UNGs, or Universal Naming Conventions, are valid) where you can find help
files. Use this to pull updated help that you’ve downloaded to a file server, for
example, rather than attempting to download help directly from the internet.

You don’t need to restart the shell once you've downloaded and updated help; it’ll
start using the new help immediately. But we have a great big caveat to alert you to
about updating the help: Because the Microsoft-provided PowerShell extensions
live in the Windows System32 folder, their help files also must live there. Because
System32 is protected, you must be running the shell under elevated credentials in
order for Update-Help to have permission to write to the necessary folders. You’ll
want to make sure the shell’s window title bar says “Administrator” before running
Update-Help. You can run Update-Help as often as you like, but it won’t do anything
after the first attempt of the day unless you use the -Force parameter.
Help has three cmdlets associated with it:

= Get-Help—Displays help information
= Save-Help—Downloads help files for later use via Update-Help

® Update-Help—Downloads and immediately updates help files (as discussed
earlier)

You can use Save-Help in situations where you want to download help files to a net-
work location that all machines can access, and update their help files from this
one location:

Save-Help -DestinationPath c:\source\powershellhelp -UICulture en-US -Force
-Verbose

You’ll see a progress bar and messages for each help file that’s downloaded, like
the following:

VERBOSE: Resolving URI: "http://go.microsoft.com/fwlink/?1inkid=285756"

VERBOSE: Your connection has been redirected to the following URI:

"http://download.microsoft.com/download/F/1/8/F184E1E5-22B3-4899-9C45-
5COE757A7E9A/"

VERBOSE: Microsoft.PowerShell.Management: Saved

C:\Source\PowerShellhelp\Microsoft.PowerShell.Management eefcb906-b326-4e99-
9f54-8b4bb6ef3c6d en-US HelpContent.cab.

Culture en-US Version 4.0.3.0

By design Microsoft limits you to one update per day, although you can use the -Force
parameter to override that behavior, which allows you to run a Save-Help or Update-
Help command for the same module more than once each day. We’ve found it’s some-
times necessary to run Save-Help or Update-Help a couple of times to get all the files
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downloaded. Notice the use of the -UICulture parameter. The help files come as a
pair, for example:

Microsoft.PowerShell.Management eefcb906-b326-4e99-9f54-8b4bb6ef3c6d en-
US_HelpContent.cab

Microsoft.PowerShell.Management eefcb906-b326-4e99-9£f54-
8b4bb6ef3c6d HelpInfo.xml

The correct culture has to be downloaded to match your system. You can test the
UI culture:

PS C:\> Get-UICulture | select -ExpandProperty Name
en-US

You can also test the culture of your system:

PS C:\> Get-Culture | select -ExpandProperty Name
en-GB

PowerShell culture

The use of Get-Culture and Get-UICulture may seem confusing, but there’'s
a difference.

The Get-Culture cmdlet gets information about the current culture settings. This
includes information about the current language settings on the system, such as
the keyboard layout, and the display format of such items as numbers, currency,
and dates.

The Get-UIculture cmdlet gets information on the user interface (Ul) culture. The
Ul culture determines which text strings are used for Ul elements, such as menus
and messages.

The help files can then be updated like the following:
Update-Help -Source c:\source\powershellhelp -UICultureen-US -Force -Verbose
You’ll get messages like the following:

VERBOSE: Microsoft.PowerShell.Management: Updated

C:\Windows\System32\WindowsPowerShell\vl.0\en-
US\Microsoft.PowerShell.Commands.Management .dll-help.xml. Culture en-US

Version 4.0.3.0

VERBOSE: Microsoft.PowerShell.Management: Updated

C:\Windows\SysWOW64\WindowsPowerShell\vl.0\en-
US\Microsoft.PowerShell.Commands.Management.dll-help.xml. Culture en-US

Version 4.0.3.0

TIP  Use Group Policy to set the Source value. Under the Computer Configu-
ration, go to Policies > Administrative Templates > Windows Components >
Windows PowerShell and configure the setting “Set the default source path
for Update-Help.”
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If you’re running a 64-bit OS, the previous example shows that the help for 64-bit and
32-bit versions of PowerShell is updated simultaneously. Updatable help is a great fea-
ture that’ll ensure your help information is kept up to date. We strongly recommend
that you update your help on a regular basis because Microsoft fixes documentation
issues in the help files as they’re reported.

Saving help

As we mentioned earlier, you can save help to a local share and direct your clients to
it. In PowerShell v3 you could download help only for modules installed on your com-
puter. We generally recommended running Save-Help from a Windows 8 desktop
that had Remote Server Administration Tools (RSAT) installed (this machine had to
be using the en-US culture for RSAT to be installable). With this approach you were
likely to include help for most server-based modules. But this approach was not 100%
effective because some modules are only installed on servers, which meant you had to
download or save help on those computers.

In PowerShell v4, you can download help content for modules that aren’ located
on your computer. All you need to do is get the module from the remote computer,
which will include the HelpInfoUri, and pass that information to Save-Help. Here’s
an example:

PS C:\> Get-Module -Name Hyper-V -CimSession chi-hvr2
-ListAvailable | Save-Help -DestinationPath
\\chi-£fp02\PSHelp -Force

We ran this command on a Windows 8.1 desktop (CHI-FP02). The computer CHI-HVR2
is running Hyper-V on Windows Server 2012 R2. We retrieved the module and passed
it to Save-Help, saving the help content locally.

Even though your Windows 8.1 desktop has RSAT installed, there are still some
gaps. But using PowerShell you can identify the modules that don’t exist locally and
save help. First, you need to create a variable with the names of all the locally
installed modules:

PS C:\> $local = (Get-Module -ListAvailable) .name
Then you can get all the modules on a remote server that aren’t on your local machine:

PS C:\> Get-Module -CimSession chi-hvr2.globomantics.local -ListAvailable |
where {$local -notcontains $ .name}

ModuleType Version Name ExportedCommands
Manifest 1.1 Hyper-V

Manifest 1.0.0.0 NetWNV {Get-NetVirtualiza...
Manifest 1.0.0.0 ServerCore {Get-DisplayResolu. ..
Manifest 1.0.0.0 SoftwareInventoryLogging {Get-silComputer, ..
Manifest 1.0.0.0 UserAccessLogging {Enable-Ual, Disab...
Manifest 1.0.0.0 WindowsServerBackup
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Once you’ve confirmed this works as expected, you can pipe this to Save-Help:

PS C:\> Get-Module -CimSession chi-hvr2.globomantics.local -ListAvailable \
where {$local -notcontains $ .name} |
Save-Help -DestinationPath \\chi-fp02\PSHelp -Force

The benefit is that you can set up a scheduled PowerShell job on a single computer
running PowerShell v4 and have it save help for all of the servers in your enterprise.
Each server can then have a separate job to periodically download help from the local
source, assuming you need updated help on the server.

NOTE Ifyou’ll be in a mixed PowerShell environment—that is, running Power-
Shell v3 and v4—and plan on saving help, you’ll have to take some extra
steps. Help files for the different versions are generally not interchangeable.
You wouldn’t want to download v4 help files for a PowerShell v3 system. If
you plan on saving help, you’ll need to have separate processes and paths
for each version.

Using the help

The help system in PowerShell v3 is smart. For example, it supports the use of wild-
cards (the * character), enabling you to search for help topics when you don’t know
the name of the specific command you need. When executing a search, it searches
not only the shell extensions loaded into memory at the time but also any other
installed extensions that are located in the defined module path. That way, you're
searching across not only what’s in memory but also what’s available on the entire
computer. If your search term isn’t found in the name of a command or a help file,
the help system will proceed to perform a full-text search across the help files’ synop-
ses and descriptions. That can be a bit more time-consuming, but it can help uncover
obscure help topics for you.

For example, if you want to find a command for working with services, you might
do the following:

PS C:\> help *service*

Name Category Module Synopsis
Get-Service Cmdlet Microsoft.PowerShell .Management Gets

New-Service Cmdlet Microsoft.PowerShell .Management Creat...
New-WebServiceProxy Cmdlet Microsoft.PowerShell.Management Creat...
Restart-Service Cmdlet Microsoft.PowerShell .Management Stops...
Resume-Service Cmdlet Microsoft.PowerShell .Management Resum...
Set-Service Cmdlet Microsoft.PowerShell.Management Start...
Start-Service Cmdlet Microsoft.PowerShell .Management Start...
Stop-Service Cmdlet Microsoft.PowerShell .Management Stops...
Suspend-Service Cmdlet Microsoft.PowerShell.Management Suspe...
Stop-DnsService Cmdlet DnsShell Stop-...
Start-DnsService Cmdlet DnsShell Start. ..

Get-NetFirewallServiceFilter Function NetSecurity
Set-NetFirewallServiceFilter Function NetSecurity
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Notice that the last four results are from modules you haven’t loaded into memory
yet. PowerShell v3 and v4, by default, automatically load all modules on your module
path for you. The shell will search as broadly as possible for you.

This isn’t Bing or Google; the help system is only capable of doing basic pattern
matches, not a contextual search. When choosing your search “keyword,” follow these tips:

= Choose a single word or partial word, not multiple words and not phrases.

= Put wildcards (*) on either side of your word. The help system will sometimes
do this implicitly. For example, run help iscsi and, because “iscsi” doesn’t
match the name of a command or help file, the shell will implicitly run help
*iscsi* for you.

= Stick with singular words rather than plurals: “Service” rather than “Services,”
for example.

= Go with partial words: “*serv*” will generate more hits than “*service*” will.

WARNING The help system isn’t searching for available commands; it’s
searching for available help files. Because Microsoft ships help files for all of
its commands, it amounts to much the same thing. But it’s possible for a com-
mand to exist without a corresponding help file, in which case the help sys-
tem won’t find it. A separate command, Get -Command, also accepts wildcards
and searches across available commands, so it’s a good companion to the
help system.

Once you've located the command you want, ask for the help on that specific com-
mand in order to learn how to use it:

PS C:\> help Invoke-Command
NAME

Invoke-Command
SYNOPSIS

Runs commands on local and remote computers.
SYNTAX

Invoke-Command [-ScriptBlock] <ScriptBlocks> [-ArgumentList<Object[]>]

[-InputObject<PSObject>] [-NoNewScope [<SwitchParameters>]]
[<CommonParameterss>]
Invoke-Command [[-ConnectionUri] <Uri[]>] [-ScriptBlock] <ScriptBlocks>

[-AllowRedirection [<SwitchParameters>]]
-ArgumentList<Object []1>] [-AsJdob [<SwitchParameters]]
Authentication <AuthenticationMechanisms>]
CertificateThumbprint<String>] [-ConfigurationName<Strings>]
Credential <PSCredentials>] [-Disconnected[<SwitchParameters>]]
HideComputerName [<SwitchParameters>]]
InputObject<PSObject>] [-JobName<Strings>]

[
[
[
[
[
[
[

SessionOption<PSSessionOption>] [-ThrottleLimit<Int32>]
[<CommonParameters>]
Invoke-Command [[-ConnectionUri] <Uri[]l>] [-FilePath] <Strings>
[-AllowRedirection [<SwitchParameters]]
[-ArgumentList<Object []>] [-AsJob [<SwitchParameters>]]
[-Authentication <AuthenticationMechanism>]
[-ConfigurationName<String>] [-Credential <PSCredentials]
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[-Disconnected [<SwitchParameter>]] [-HideComputerName
[<SwitchParameter>]] [-InputObject<PSObject>] [-JobName<Strings]
[-SessionOption<PSSessionOptions>]

[-ThrottleLimit<Int32>] [<CommonParameterss]

You can include a few options when you’re getting help for a command, and these are

specified with the following parameters:

Find:

-Full—Displays the full help, including details for each command parameter
and usually including usage examples. We suggest you get into the habit of
always viewing the full help, because it reveals a lot more detail about the com-
mand and its various use cases.

-Examples—Displays usage examples only. That’s useful for learning how to use
the cmdlet.

-Detailed—Displays details on each command parameter but doesn’t display
usage examples.

-online—Opens the help in the system’s default web browser, loading from
Microsoft’s website. This is a great way to check for the most up-to-date help,
and it displays the help in a separate window so that you can look at it as you’re
typing a command.

-ShowWindow—Opens full help in a pop-up window. This makes it much easier
to browse through help without giving up your PowerShell prompt. You can also
search the help content in this window. See figure 3.1; the display was produced

Previous Next

bynopsis

Gets the processes that are running on the local computer or a remote computer.

Syntax
Get-Process [[-Name] <String[]>] [-ComputerName <String[]>] [-FileVersionInfo
<SwitchParameter>] [-Module <SwitchParameter>] [<CommonParameters>]

Get-Process [-ComputerName <String[]>] [-FileVersionInfo <SwitchParameter>] [-
Module <SwitchParameter>] -Id <Int32[]> [<CommonParameters>]

Get-Process [-ComputerName <String[]>] [-FileVersionInfo <SwitchParameter>] [-
Module <SwitchParameter>] -InputObject <Process[]> [<CommonParameters>]

Description
The Get-Process cmdlet gets the processes on a local or remote computer.

Without parameters, Get-Process gets all of the processes on the local computer.
You can also specify a particular process by process name or process ID (PID) or
pass a process object through the pipeline to Get-Process.

By default, Get-Process returns a process object that has detailed information
about the process and supports methods that let you start and stop the process. You
can also use the parameters of Get-Process to get file version information for the
program that runs in the process and to get the modules that the process loaded.

100%

Figure 3.1 Results of using the -ShowWindow parameter with Get-Help
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with the command Get-Help Get-Process -ShowWindow. Using -ShowWindow
doesn’t lock your PowerShell prompt; the help display is separate. You can have
multiple help files open simultaneously by using -ShowWindow and still have a

working PowerShell prompt.

Sometimes you may want the detail on a specific parameter. You don’t have to wade
through pages of full help; instead, use the Get-Help cmdlet. You may want to run
help on Get-Help. If you do, you’ll see that you can run commands like the following:

PS C:\> Get-Help Get-service -Parameter name

-Name <Stringl[]>

Specifies the service names of services to be retrieved. Wildcards are
permitted. By default, Get-Service gets all of the services on the

computer.
Required? false
Position? 1
Default value All services
Accept pipeline input? true (ByPropertyName,

Accept wildcard characters? true

“About” help files

In addition to providing help on commands, PowerShell includes help for general
concepts, troubleshooting, and so forth. Usually referred to as “about” files because
their filenames start with the word “about,” these files act as PowerShell’s formal docu-
mentation. To see a complete list you can run the command yourself, but we’ll trun-

cate it as follows:

PS C:\> help about*

Name Category
about AliasesHelpFile

about Arithmetic OperatorsHelpFile
about ArraysHelpFile

about Assignment OperatorsHelpFile
about Automatic_ VariablesHelpFile
about BreakHelpFile

about Command PrecedenceHelpFile
about Command_ SyntaxHelpFile
about_ Comment Based HelpHelpFile
about CommonParametersHelpFile
about Comparison OperatorsHelpFile
about_ ContinueHelpFile

about Core CommandsHelpFile

about Data SectionsHelpFile

about DebuggersHelpFile

about DoHelpFile

about Environment VariablesHelpFile
about Escape_ CharactersHelpFile
about EventlogsHelpFile

about Execution PoliciesHelpFile
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To view any of these files, you can ask for help on the complete help filename:

PS C:\> help about debuggers

TOPIC

about Debuggers

SHORT DESCRIPTION
Describes the Windows PowerShell debugger.

LONG DESCRIPTION
Debugging is the process of examining a script while it is running in
order to identify and correct errors in the script instructions. The
Windows PowerShell debugger is designed to help you examine and

Identify

These files are also part of the updatable help system. We strongly recommend
using the -ShowWindow parameter with about files because it makes them much eas-
ier to read.

Provider help

As you’ll learn in upcoming chapters, PowerShell relies heavily on providers (techni-
cally, PSProviders) to connect PowerShell to various external data stores and systems
such as Active Directory or the Registry. Both of these elements can provide help. For
example, here’s how to get help on the FileSystem provider:

PS C:\> help filesystem

PROVIDER NAME

FileSystem

DRIVES
Cc, D

SYNOPSIS
Provides access to files and directories.

DESCRIPTION
The Windows PowerShell FileSystem provider lets you get, add, change,
clear, and delete files and directories in Windows PowerShell.
The FileSystem provider exposes Windows PowerShell drives that
correspond to the logical drives on your computer, including drives
that are mapped to network shares. This lets you reference these
drives from within Windows PowerShell.

The help for providers can be quite extensive, and it often includes valuable details on
how to use the provider for various management tasks, including usage examples.
These files also document the dynamic changes that providers make to cmdlets. You
can find the providers installed on your system by using Get -PSProvider.

Interpreting command help

Despite the usefulness of provider help and the about help files, you’ll find yourself
working primarily with help for individual commands. Learning to interpret the help
displays is an incredibly important skill—perhaps one of the most important skills in
PowerShell. Let’s look at a quick overview (listing 3.1).
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NAME
Get-Service
SYNOPSIS
Gets the services on a local or remote computer.
SYNTAX
SYNTAX
Get-Service [[-Name] <String[]l>] [-ComputerName<Stringl[]>]
[-DependentServices] [-Exclude <Stringl[]>]
[-Include <String[]>] [-RequiredServices] [<CommonParameterss]

]

: Parameter
set 1

Get-Service [-ComputerName<String[]>] [-DependentServices]

[-Exclude <String[]>] [-Include <Stringl[]>]

[-RequiredServices] -DisplayName<String[]> [<CommonParameterss]

Parameter
set 2

Get-Service [-ComputerName<String[]>] [-DependentServices]

[-Exclude <String[]>] [-Include <Stringl[]>] Parameter
[-InputObject<ServiceController[]>] [-RequiredServices] set 3
[<CommonParameters>]

What you’re looking at are three different parameter sets, each of which represents a
slightly different way to use this cmdlet. These parameter sets can be a big source of
confusion, so we’ll provide a simple rule to remember: When you’re running the com-
mand, you can only choose parameters from a single parameter set to use together. In
this case, that means you couldn’t use both -Name and -InputObject at the same time,
because they appear in different parameter sets. You can mix and match parameters
from one set, but you can’t mix and match parameters from multiple sets.
Now let’s focus on the syntax display by looking at help for Get -WmiObject:

SYNTAX

Get-WmiObject [-Class] <String> [[-Property] <Stringl[]>] [-Amended]

[-AsJob] [-Authentication {Default | None | Connect | Call | Packet |

PacketIntegrity | PacketPrivacy | Unchanged}] [-Authority <Strings]

[-ComputerName <String[]>] [-Credential <PSCredentials]

[-DirectRead] [-EnableAllPrivileges] [-Filter <Strings]

[-Impersonation {Default | Anonymous | Identify | Impersonate |

Delegate}] [-Locale <String>] [-Namespace <Strings]

[-ThrottleLimit <Int32>] [<CommonParameterss]
If you know the meaning of all the punctuation, you can extract quite a bit of informa-
tion from this concise display. Note that the meaning of the punctuation within the
help file isn’t the same as when these same symbols are used elsewhere in the shell.
Here’s what we know:

= We know that the -Class parameter is positional, because the parameter name
(but not its data type <String>) is contained in square brackets. Positional
means that you don’t have to type -Class, provided you put the String value in
the first position, because -Class is listed first in this help file. In other words
you can type Get-WmiObject Win32_ComputerSystem instead of Get-WmiObject
-Class Win32_ComputerSystem. Positional parameters are fine to use at the
command line, but we recommend you don’t use them in your scripts.
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= We know that the -Class parameter is mandatory, because its name and data
type aren’t both contained in square brackets.

= We know that the -Property parameter is entirely optional for this command.
That’s because the entire parameter, both its name and data type, is contained
in square brackets: [ [-Property]<String[]>].

= We know that the -Amended parameter doesn’t accept a value—it’s a switch. This
means you either provide the parameter or not, but if you do, it doesn’t need
a value.

= We know that the -Class parameter accepts a String value, meaning a string of
characters. If the string contains a space, tab, or other whitespace, it must be
enclosed within single or double quotes.

= We know that the -Property parameter accepts one or more strings, because its
value is shown with two square brackets jammed together: <String[]>. That’s a
PowerShell indication for an array. You could provide those multiple values as
a comma-separated list.

= We know that the -Authentication and -Impersonation parameters are limited
to a discrete set of values because those values are supplied in curly braces {}.

TIP Try to avoid using parameters positionally if you're getting started with
PowerShell. Positional parameters make it harder to interpret commands,
and you’re taking on the responsibility of getting everything lined up in per-
fect order. By typing the parameter names, you’re removing the worry of get-
ting everything in the right order. The order doesn’t matter if you type the
parameter names. You're also making the command line easier to read. Posi-
tional parameters should be avoided in scripts or functions. Typing the
parameter name now makes reading and maintenance in the future a whole
lot easier.

Yes, that’s a lot of information. You can find most of that in a more detailed fashion
when you’re viewing the detailed or full help. For example, what follows is the section
specifically for the -Class parameter:

-Class <String>
Specifies the name of a WMI class. When this parameter is used,
the cmdlet retrieves instances of the WMI class.

Required? true
Position? 1
Default value

Accept pipeline input? false

Accept wildcard characters? False

In this example, you can see that the parameter is mandatory (required), that its value
can be passed in position 1, and that it accepts data of the String type. There’s also a
bit more detail about what the parameter does—some parameters’ detailed help even
includes brief examples. The list of acceptable values is also often provided in the case
of parameters only taking values from a restricted group, as follows:
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PS C:\> Get-Help Get-EventLog -Parameter EntryType

-EntryType<stringl[] >
Gets only events with the specified entry type. Valid values are Error,
Information, FailureAudit, SuccessAudit, and Warning. The default is all

events.

Required? false
Position? named
Default wvalue All events
Accept pipeline input? false

Accept wildcard characters? false

Common parameters
You’ll notice that every command’s help file references <CommonParameters> at the
end of each parameter set. These are a set of parameters that are automatically added
by PowerShell to every command. You can read about them in an about file:
PS C:\> help about_ common*
TOPIC
about_CommonParameters
SHORT DESCRIPTION
Describes the parameters that can be used with any cmdlet.
LONG DESCRIPTION
The common parameters are a set of cmdlet parameters that you can
use with any cmdlet. They are implemented by Windows PowerShell, not
by the cmdlet developer, and they are automatically available to any
cmdlet.
You can use the common parameters with any cmdlet, but they might
not have an effect on all cmdlets. For example, if a cmdlet does not
generate any verbose output, using the Verbose common parameter
has no effect.

The common parameters are:

= Debug

m ErrorAction

m ErrorVariable

m QutVariable

m QutBuffer

m PipelineVariable
m Verbose

® WarningAction

® WarningVariable

We’ll address each of the common parameters throughout this book, in the chapters
that deal with each one’s specific function, so we won’t cover them any further here.
Most commands that modify the system in some way support two other “semi-
common” parameters:
® -Confirm—Asks you to confirm each operation before performing it.
» -WhatIf—Doesn’t perform the operation, but instead indicates what would’ve
been done. This is kind of a “test run” and generally must only be used with the
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last command on the command line, because it prevents the command from
doing anything. This parameter is usually available only on cmdlets that can
perform modifications to your system.

These parameters (referred to in the help file as risk mitigation parameters) must be
defined by the cmdlet and supported by the provider. For example, Stop-Service has
a -WhatIf parameter that you can see when you’re looking at help:

PS C:\> Stop-Service wuauserv -WhatIf
What if: Performing operation "Stop-Service" on Target "Windows Update
(wuauserv) ".

-WhatIf is an example of a great sanity check to make sure your command will exe-
cute what you intend. You may also have to check the PSProvider to see if it supports
ShouldProcess:

PS C:\> Get-PSProvider | where {$ .Capabilities -match "ShouldProcess"} |
Select name
Name

Alias

Environment

FileSystem

Function

Registry

Variable
For example, New-Item supports -WhatIf and it works fine in the filesystem. But you
may have a snap-in or a module that adds a new provider that might not support it. If
in doubt, check the provider.

Summary

PowerShell’s help system is a powerful tool—and because it’s fundamental to using
the shell, we included this chapter in the beginning of the book in hopes you’d find it
right away. PowerShell v3 introduced a couple of caveats, such as the need to down-
load the help to your computer before the help system becomes fully functional, but
we hope that’ll be a minor hurdle for most administrators. The ability to download
help based on the modules installed on a remote machine is an additional feature
introduced with PowerShell v4.
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The basics of
PowerShell syntax

This chapter covers

Using commands in PowerShell
Using command parameters
Working with command aliases
Using script blocks

Any time you’re learning to use a new tool, particularly one that involves typed
commands, the syntax can be the biggest “gotcha.” We won’t pretend that every sin-
gle bit of PowerShell’s syntax is easy to remember, makes perfect sense, and is
totally consistent. In the end, the syntax is what it is—we (and you) have to learn it
and deal with it.

If you’ve used PowerShell a bit already, and if you’ve picked up some of its syn-
tax from reading other people’s blogs and articles on the internet, you may have an
inaccurate view of the syntax. You also need to remember that best practice has
evolved over the eight-plus years we’ve had between the original release of Power-
Shell and the latest version. This chapter will help set you straight.

33
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Commands
PowerShell has four features that we think of as commands:

= Internal cmdlets, which only run inside PowerShell and are written in a .NET
Framework language such as Visual Basic or C#

= Functions, which are written in PowerShell’s scripting language

= PowerShell v3 and v4 cmdlets, which are produced from WMI (Windows Man-
agement Instrumentation) classes using the “cmdlets over objects” capabilities

= External commands, such as ping.exe, which could also be run from the old
cmd.exe shell

In this chapter, we’ll focus only on the first two command types.

NOTE What’s in a name? Sometimes, a lot of cleverness. Microsoft chose the
name “cmdlet” for PowerShell’s internal commands, because that word
hadn’t been used for anything else, ever. If you hop on your favorite search
engine and include “cmdlet” in your search query, the results you get will be
almost 100% PowerShell-related, because the word “cmdlet” isn’t used in any
other context.

PowerShell cmdlets have a specific naming convention. Functions should follow this
same convention, but PowerShell doesn’t require them to do so. That convention is
called verb-noun. A cmdlet name starts with a verb, which is followed by a dash, which
is followed by a singular noun. PowerShell isn’t case sensitive, so capitalization of com-
mands is a matter of personal preference and convention. Tab completion will capital-
ize for you according to convention. Consider some of these cmdlet names:

m Get-Service

m New-ADUser

m Set-Service

m Write-EventLog
= Enter-PSSession

Microsoft strictly controls the verbs that everyone can use for a cmdlet name.
Although it’s possible for someone to create a cmdlet—or a function—that uses non-
standard verbs, PowerShell will display a warning when loading those into memory.
You can find the official list of approved verbs at http://msdn.microsoft.com/en-us/
library/windows/ desktop/ms714428(v=vs.85).aspx, which is part of the PowerShell
Software Development Kit (SDK) documentation. You can also see the list by running
the Get-Verb cmdlet (Get-Verb is actually a function but it’s treated as a cmdlet).

NOTE The approved verbs list hasn’t changed between PowerShell v3 and
PowerShell v4.

Nouns aren’t controlled, but they should always be singular (“Service” versus “Services”),
and they should clearly describe whatever it is they’re examining or manipulating. For
example, we recommend using “Mailbox,” which is clearer than something like “mbx.”
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Why are these rules in place? They’re for your benefit. If you’d never worked with
System Center Virtual Machine Manager, you could guess that the cmdlet used to
retrieve a list of virtual machines would be named something like “Get-VirtualMachine.”
You could then use PowerShell’s help functionality to look for help on that cmdlet
name, which would validate your guess.

TIP  Wildcard searching is often the best way to start. Get-Command *net* will
give a significant number of responses but will enable you to quickly discover
the networking cmdlets.

But with the exception of Microsoft Exchange Server, you’ll find that most products
that offer PowerShell-based tools have cmdlet nouns that include a short prefix. It’s
not “Get-User,” but rather “Get-ADUser.” The idea behind the prefixes is to tie a cmd-
let to a specific technology or vendor. For example, Quest (now a part of Dell) has a
set of cmdlets for managing Active Directory. Their user cmdlet is called “Get-
QADUser.” By using a prefix, the cmdlet name is clear about what kind of user it’s
working with or at least what product. It’s not a SQL Server user, it’s not a local user,
it’s an ADUser or a QADUser. This is important because the Microsoft and Quest
cmdlets produce different object types, which would confuse PowerShell’s format-
ting engine, along with everyone else. Exchange Server is an exception: It uses “Get-
Mailbox” rather than “Get-ExMailbox.” If they had it to do over, we’re sure Microsoft
would’ve chosen the latter, but Exchange Server shipped before anyone thought of
using the noun prefixes.

WARNING When people speak aloud about cmdlets, they tend to be a bit lazy.
They’ll say, “Get Service,” which might lead you to believe that you could type
“Get Service” and have it work. Nope. Never forget that there’s always a dash
between the verb and noun. Even though people might not say “Get dash Ser-
vice,” you’d type Get-Service.

You might feel that cmdlet names are long and hard to type. They certainly can be—
Reset-ADAccountPassword is a mouthful whether you’re saying it or typing it. Power-
Shell offers two features to help make typing easier.

Aliases: nicknames for commands

An alias is a nickname for a command name. Aliases can point to cmdlets or to func-
tions, and they provide a short way to type the command’s name. Typing dir is a lot
easier than typing Get-ChildItem, for example.

An alias is only a shortcut for a command’s name. As you’ll learn in a moment, com-
mands can be accompanied by parameters, which specify and modify a command’s
behavior. An alias never includes any parameters. You can’t create an alias to run dir
$env:temp -File -Recurse, although you could create a simple function and define
an alias for the function.

We strongly recommend using aliases only when you’re interactively typing com-
mands into the PowerShell console. If you decide to create a script, or even if you
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copy and paste a command into a script, use full command names (some commercial
editors can expand aliases into their full command names for you).

WARNING Never use your own created aliases in scripts that you're distribut-
ing to others. They may not have those aliases or, even worse, they may have
defined those aliases to something else. Never assume the presence or mean-
ing of an alias.

Although the aliases are easy to type, they’re more difficult to read, particularly for
someone with less PowerShell experience. Using full command names helps make it
clearer what a script is doing, making the script easier to maintain.

Command name tab completion

Most PowerShell hosts—including the console and ISE provided by Microsoft—pro-
vide a feature called tab completion. It’s a way of letting the shell type for you. For
example, open a PowerShell console window and type Get-P. Then, press the Tab
key on your keyboard. Keep pressing Tab, and you’ll see PowerShell cycle through
all of the available commands that match what you’d already typed. Press Shift+Tab
to cycle backward.

We think this is a great way to use full command names without having to type
so much.

Parameters

Even if you’ve never used PowerShell before, we can guarantee you’ve used parame-
ters. Take a look at figure 4.1, a dialog box you’ve probably seen before. It shows the
User Properties dialog box from Active Directory Users and Computers.

The labels in the dialog box in figure 4.1—“First name,” “Last name,” “Descrip-
tion,” and so forth—are parameters. What you type into the text boxes are parameter
values. PowerShell uses a more textfriendly way of representing parameters and val-
ues. Take a look at figure 4.2 and you’ll see what we mean.

In figure 4.2, we’re running a command called New-ADUser that’s part of Microsoft
Active Directory module. It has several parameters, which all start with a hyphen or a
dash, followed by the parameter name. Because parameter names can’t contain
spaces, the parameter names sometimes look a little strange, like -GivenName. After
the parameter name you have a space and then the parameter value. You always have
to enclose string values in quotation marks (either single or double, it doesn’t matter)
when the string contains a space. None of our values included spaces, so we didn’t
have to use the quotes, but it doesn’t hurt to do so anyway.

TIP PowerShell’s cmdlet and parameter names aren’t case sensitive. If you use
tab completion, you’ll get capitalization, but if you type the names, any old case
will do. We regularly work interactively in lowercase. We will say that capitaliza-
tion of cmdlet and parameter names makes your scripts easier to read.
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Parameters
Dialin | Envionment | Sessons |  Remote control
Remote Desktop Services Profile Personal Vitual Desktop |  COM+
General | Address | Account | Profile | Telephones | Organization | Member Of
8) Rhonda Hinz
First name: Initials: I
Last name: |Hinz
Display name: |Rhonda Hinz
Description: |
Office: I
E-mail: I
Web page: I Other... I

Cancel

o]

Apply

Figure 4.1 Even dialog boxes

have parameters.

PS C:\> new-aduser -name 'RhondaH'’
>> -samAccountName 'RhondaH’

>> -GivenName 'Rhonda'’ °

>> -Surname 'Hinz' °

>> -Department 'Accounti.. -

>> -Title 'Accountant'

>> -City 'Bowie’

Dialin | Environment ] Sessions [ Remote control
Remote Desktop Services Profle |  Personal Vitual Desktop | COM+
General | Address | Account | Profile | Telephones | Organization | Member Of

& Rhonda Hinz
st name: Initials:

Last name |H|nz

Display name: IRhonda Hinz

Desciiotion: I

Office: I

Email: |

Web page: I Other... I
OK I Cancel | Apply | Help

Figure 4.2 Graphical parameters map to the text-based parameters used by PowerShell.
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PowerShell v3 introduced a new cmdlet called Show-Command (also present in v4 and
later), which takes another PowerShell command and displays its parameters in a
graphical dialog box. You can fill in the dialog box and either run the command or
click a different button to see what the command would look like written out in text.
Figure 4.3 shows the Show-Command cmdlet in action on Windows 8.

This cmdlet is also turned on in the ISE, which makes it easy to create a command
by checking parameters and inserting it into your script. Show-Command is available as a
docked window in the ISE; see chapter 2 to learn more.

We sometimes see people struggle with parameters. For example, if they want to
get a service named BITS, they’ll type “Get-Service —BITS.” That’s not correct. The cor-
rect command would be Get-Service -Name BITS. Remember, after the hyphen comes
the parameter name—the piece of information you're setting. That’s followed by a
space, then the value you want to give to the parameter. In his classes, Don makes stu-
dents chant “dash name space value, dash name space value, dash name space value”
for several minutes, to be sure the pattern sinks in.

Like command names, parameter names can get a bit tedious to type. As with com-
mands, PowerShell provides some shortcuts.

|

ey Commands - B n

Modules: | All v

Name:

Get-SecureBootPolicy

Get-SecureBootUEFI

Get-Service

Parameters for "Get-Service": ©
Default | DisplayName | InputObject

ComputerName:

Exclude:
Include:
Name:

[] RequiredServices

@ Common Parameters
Figure 4.3 PowerShell’s Show-

Run Command cmdlet graphically prompts

you to fill in a command’s parameters.
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Truncating parameter names

PowerShell requires that you type only enough of the parameter name to differentiate
it from the other parameters available to the command. For example, consider the
Get-Service cmdlet, which has the following syntax:

Get-Service [[-Name] <string[]>] [-ComputerName <stringl[]>]
[-DependentServices] [-RequiredServices]

[-Include <string[]>] [-Exclude <stringl[]>]
[<CommonParameterss]

Get-Service -DisplayName <string[]> [-ComputerName <stringl[]>]
[-DependentServices] [-RequiredServices]

[-Include <stringl[]>] [-Exclude <stringl]>]

[<CommonParameters>]

Get-Service [-InputObject <ServiceController[]>]
[-ComputerName <string/[]>]

DependentServices] [-RequiredServices]

Include <string[]>] [-Exclude <stringl[]>]
<CommonParameterss>]

[_
[_
[
Only one parameter starts with the letter “C,” and that’s -ComputerName. Therefore,
instead of typing Get-Service -ComputerName SRV23 you could type Get-Service -c
SRv23. Two parameters start with the letter “D,” though: -DependentServices and
-DisplayName. You couldn’t shorten those to only one letter; you’d need to type -de
or -di at a minimum.

As with command aliases, shortened parameter names are easy to type but hard to
read. When someone else comes along and reads a script with lines like the following:

gsv -di BITS -c SERVER2 -de

they’re likely to be a little confused, don’t you think? Coming back to that code six
months after writing it, you may be confused as well. That’s why we suggest including
full, complete parameter names when you’re putting commands into a script. With
tab completion available it’s just as easy to use the full name and saves having to
remember all of the aliases.

Parameter name tab completion

The good news is that tab completion works for parameter names, too. Type Get-S,
press Tab multiple times to complete the command name to Get-Service, and then
type -c and press Tab. PowerShell will fill in -ComputerName for you. You can still trun-
cate your parameter names when you’re typing, or one or two extra keystrokes on the
Tab key will get you the fully spelled-out name that’s easier to read. Not sure about any
of the parameters? After entering a cmdlet name, if you type a dash and then press
Tab you can cycle through all the parameters.

While we’re talking about parameter completion, later versions of PowerShell can
also guess what value you want. Try this: At a PowerShell prompt type Get-Service -n
and press Tab. That should complete -Name. Then press the spacebar and hit the Tab
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key again. PowerShell should display the first service. You can keep pressing Tab to
find the service you want. Use Shift-Tab to go backwards. This even works for posi-
tional parameters. At a new prompt type Get-Service followed by a space. Then start
pressing the Tab key. How cool is that!

TIP This tab completion trick works with other things in PowerShell like
WMI classes. Start typing a command like Get-WmiObject win32_ then wait a
few seconds and start pressing Tab. You should be able to cycle through the
class names. The names should be cached so that the next time you use Get-
WmiObject or Get-CimInstance you can start tabbing immediately.

Typing trick: line continuation
Sometimes, typing in PowerShell can be frustrating. For example, you might find
yourself looking at a strange prompt, like the following:

PS C:\> Get-Process -Name "svchost
>>

What the heck?

That “>>” prompt is PowerShell’s way of telling you, “I know you’re not finished
typing, so keep going!” If you look carefully, you’ll notice that we forgot to include
the closing quotation mark after “svchost.” PowerShell knows that quotes always
come in pairs, so it’s waiting for us to finish typing the last quote. In this case, we
goofed, so we press Ctrl-C to break out of that “continuation prompt” and try our
command again.

Sometimes, this can be a useful trick. PowerShell will let you “continue” like this
whenever you have an unclosed structure: Quotation marks, square brackets, curly
brackets, and parentheses all enclose a structure. PowerShell will also let you “con-
tinue” when a line ends in a comma, pipe character, or semicolon, because those all
tell it that there’s “more to come.” Finally, if a line ends in a backtick (*) and a carriage
return, that also tells the shell to let you continue typing. Using these tricks, you can
break a long, complex command onto several lines, as follows:

PS C:\> Get-Service -Name B*,

>> A*,

>> C*|

>> where {

>> $_ .Status -eq 'Running'

>> sort Status

Status Name DisplayName

Running COMSysApp COM+ System Application

Running CryptSvc Cryptographic Services

Running BFE Base Filtering Engine

Running ADWS Active Directory Web Services
Running AppHostSvc Application Host Helper Service
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We ran the following command in the example:
Get-Service -Name B*,A*,C* | where { $ .Status -eq 'Running' } | sort Status

But we used PowerShell’s little “continuation” tricks to break it onto several lines.
Notice that we had to press Enter on the final, blank line, to tell the shell that we were
finally finished typing and that it should execute the command.

These same “continuation rules” apply when you’re in a script, too, and folks will
use these rules to help format a script’s commands so that they’re more readable. In
our case, we use them to help keep each line of the script short enough to fit in this
book. In scripts we recommend the pipe character, braces, and commas. The backtick
is usually not needed unless you have a very long line of code.

Parenthetical commands and expressions

Do you remember algebra? Whether you loved it or hated it, we hope you remember
one thing: parentheses. In algebra, parentheses mean “do this first.” Take a mathe-
matical expression like this one:

(5 + 5) * 10

The answer is 100, because you first add the 5 and 5, getting 10, and then multiply
that by 10. When you were first learning algebra, you probably wrote out each step:

(5 + 5) * 10

10 * 10
100
PowerShell works the same way, both with mathemat-
ical expressions and with more complex commands. Fle Edit Format View Help
For example, use Notepad to create a simple |19¢alhost

text file that includes one computer name per line, ~ [*indowsdcl|

Figure 4.4 shows the text file.
Next, return to PowerShell and display the con-
tents of the file. You do this by running the Get-
Content cmdlet, although you may be more famil- Figure 4.4 Creating a list of
iar with the type or cat alias: computer names in Notepad

PS C:\> Get-Content names.txt
localhost
server-r2
windowsdcl

Suppose you want to retrieve a list of running processes from each of those comput-
ers. One way to do so involves typing their names:

Get-Process -ComputerName localhost,server-r2,windowsdcl

That’s going to become tedious if you have to keep doing it over and over. Because
you’ve got the names in a text file, why not let PowerShell type the names for you?

Get-Process -ComputerName (Get-Content names.txt)
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Think about algebra when you read this: PowerShell executes whatever’s inside the
parentheses first. The parentheses will, in effect, be replaced by whatever is produced.
So if you were going to write this out, step by step, as you would in algebra, it might
look like the following:
Get-Process -ComputerName (Get-Content names.txt)
Get-Process -ComputerName localhost,server-r2,windowsdcl
That second version is exactly what you could’ve typed manually—but you let Power-
Shell arrive at that on its own. This demonstrates that a parenthetical expression, or
parenthetical command, can stand in for any manually typed data. You only need to
make sure that the command is producing the exact type of data that you’d have pro-
vided manually.

You’ll see a lot more examples of parenthetical commands as we progress through
this book. It’s an important technique in PowerShell and one that we’ll reinforce as
we go.

Script blocks

PowerShell supports a special kind of structure called a script block. A script block can

contain any set of PowerShell commands, and it can contain as many of them as you

need. In the same way that strings are enclosed in quotation marks, a script block is

enclosed in curly brackets, or braces:

$sb={ Get-CimInstance -ClassName Win32 OperatingSystem ; Get-CimInstance
-ClassName Win32 ComputerSystem }

This example uses a semicolon to separate two commands, which allows them to each

execute sequentially and independently. The script block has been saved to a variable,

$sb. You could also have written the script block as follows:

$sb={

Get-CimInstance -ClassName Win32 OperatingSystem
Get-CimInstance -ClassName Win32_ ComputerSystem

}

Separate code lines like the second example are generally easier to read if you have a
complicated block of code. In any event, both commands are contained within that
same script block. This can be passed as a single unit to anything capable of accepting
a script block such as Invoke-Command. Script blocks can also be invoked using the call
operator (&). We’re a bit early in the book to provide a real-world example of using
script blocks, but we want to bring them to your attention. We’ll remind you of them
when we’re ready to put them to use.

Summary

We’ve looked at some of the basics of PowerShell’s syntax. We have more to cover, but
most of what’s ahead will build on these basics. Yes, PowerShell uses a lot of punctua-
tion in its syntax: You’ve seen dashes, curly brackets, parentheses, semicolons, quotation
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marks, and a bit more in this chapter. Keeping track of all of them is the price of
admission for using PowerShell. The shell can do a lot for you, but only after you learn
to speak its language, so that you can tell it what you need. You’re on the right track,
and this chapter covered some of the most important bits that you’ll need.

PowerShell is an extensible environment. We’ve mentioned the Active Directory
and Exchange cmdlets in this chapter, both of which are delivered as extensions to the
PowerShell base. In chapter 5 you’ll learn how to work with the PowerShell snap-ins
and modules used to provide these extensions.
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Working with PSSnapins
and modules

This chapter covers

m Extending PowerShell functionality
m Using PSSnapins and modules
® Module discovery and automatic loading

PowerShell’s real value lies not in the hundreds of built-in commands that it ships
with but in its ability to have more commands added. PowerShell extensions—our
collective term for the PSSnapins and modules that can be loaded—permit Power-
Shell to manage anything: IIS, Exchange, SQL Server, VMware, Citrix, NetApp,
SharePoint, Cisco, you name it. Being able to efficiently work with these extensions
is probably one of the most important things you’ll do in the shell.

There’s only one shell

Before we jump into working with these extensions, let’s get something straight:
There’s no such thing as a product-specific version of PowerShell. It’s easy to get
the impression that such a thing exists, because Microsoft tends to create Start
menu shortcuts with names like “Exchange Management Shell,” “SharePoint Man-
agement Shell,” and so forth.

44
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NOTE The PowerShell functionality in SQL Server 2008 and 2008 R2 is the
only exception to this rule of which we know. It had its own version of Power-
Shell—sqlps.exe—that was a recompiled version of PowerShell with the SQL
Server functionality added and the snap-in functionality removed. SQL Server
2012 delivers its PowerShell functionality as a module (confusingly called
sqlps) so we’ll forget (and possibly even forgive) the oddity that was sqlps.exe.

The fact is that these Start menu shortcuts are running plain ol’ powershell.exe and
passing a command-line argument that has the shell do one of four things:

= Autoload a PowerShell console (.psc) file, which specifies one or more PSSnap-
ins to load into memory at startup

= Autorun a PowerShell script (.psl) file, which can define commands, load
extensions, show a “tip of the day,” and whatever else the authors desire

= Autoload a module

= Autoload a PSSnapin

You can look at the properties of these Start menu shortcuts to see which of these four
tricks they’re using to provide the illusion of a product-specific shell—and you can
manually perform the same task in a “plain” PowerShell console to replicate the
results. There’s nothing stopping you from loading the Exchange stuff into the same
shell where you’ve already loaded the SharePoint stuff, creating a “custom” shell in
much the same way that you could always create a custom graphical Microsoft Man-
agement Console (MMC) environment. In fact, it’s less confusing if you do this
because you don’t have to worry about which “shell” supplies which functionality.

PSSnapins vs. modules

PowerShell has two types of extensions: PSSnapins and modules. Both are capable of
adding cmdlets and PSProviders to the shell (we’ll get into PSProviders in chapter 15);
modules are also capable of adding functions to the shell (we refer to functions and
cmdlets as “commands” because they do the same thing in the same way).

PSSnapins are the “vl way” of extending the shell, although they’re still sup-
ported in v2, v3, and v4. Microsoft’s advice is for folks to not make PSSnapins any-
more, but it isn’t preventing anyone from doing so. PSSnapins are written in a .NET
language like C# or Visual Basic, and they’re packaged as DLL files. They have to be
installed and registered with the system before PowerShell can see them and load
them into memory.

Modules, introduced in v2, are the preferred way of extending the shell. Some-
times they have to be installed, but most of the time they can be copied from system to
system—it depends a bit on the underlying dependencies the module may have on
other components or code. Modules can benefit from autoloading, too, which we’ll
discuss next.
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Loading, autoloading, and profiles

Prior to PowerShell v3, you had to figure out what extensions were on your system and
manually load them into memory. Doing so could be tricky, and you had to load them
each time you started a new shell session.

As a workaround, you could also create a PowerShell profile. A profile is a Power-
Shell script file stored in a specific folder and with a specific filename. If the file exists
when PowerShell starts, it runs it. The script could therefore be programmed to load
whatever extensions you want, every time the shell started, eliminating some manual
effort on your part. You can read more about profiles by running help about profiles
in the shell.

In PowerShell v3 and later, much of that is unnecessary for many extensions,
thanks to a feature called module autoloading. This feature makes modules look “avail-
able” even when they’re not loaded, and it implicitly loads them into memory when
you try to run one of their commands. Let’s look at some specific rules about which
extensions can take advantage of this feature:

= Only modules, not PSSnapins, support autoloading.

= Only modules stored in specific locations are eligible. These locations are
defined in the PSModulePath environment variable, which you can modify to
include additional locations (such as a shared location on a file server).

= Autoloading behavior can be changed, which we’ll discuss later in this chapter.

Using extensions

Using extensions involves three steps: discovering what you’ve installed, loading them,
and discovering what they’ve added to the shell.

Discovering extensions
To see the PSSnapins that are installed on your system, use the following command:
PS C:\> Get-PSSnapin -Registered

This command displays the registered snap-ins, excluding the core PowerShell snap-
ins in PowerShell v2, regardless of whether they’re loaded. If you want to see only the
loaded snap-ins, use Get-PSSnapin, which shows the core PowerShell snap-ins.

NOTE In PowerShell v3 and v4 the core PowerShell functionality is delivered as
modules. In PowerShell v3 they’re also listed as PSSnapins by Get-PSSnapin
but PowerShell v4 only lists the Microsoft.PowerShell.Core snap-in.

You can do the same trick for modules, using a different command:

PS C:\> Get-Module -ListAvailable
Directory: C:\Windows\system32\WindowsPowerShell\vl.0\Modules

ModuleType Name ExportedCommands
Manifest ADDeploymentWF Invoke-ADCommand
Manifest AppLocker {Get-AppLockerFileInform. ..
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Manifest Appx
Manifest BestPractices

Add-AppxPackage, Get-Ap...
Get-BpaModel, Get-BpaRe...
Add-BitsFile, Complete-...
Add-BCDataCacheExtensio. ..
Get-CimAssociatedInstan.. .
Disable-DAManualEntryPo. . .

{

{
Manifest  BitsTransfer {
Manifest  BranchCache {
Manifest  CimCmdlets {
Manifest DirectAccessClientComponents {
We want to point out a few more caveats about this command. Because there’s no cen-
tral registration of modules, as there is for PSSnapins, the command can only include
those modules that are installed to specific locations. Those locations are defined in a

systemwide environment variable, PSModulePath:

PS C:\> Senv:psmodulepath
C:\Users\Administrator\Documents\WindowsPowerShell\Modules;C:\Program
Files\WindowsPowerShell\Modules;C:\windows\system32\WindowsPowerShell\v1l.0\
Modules\

NOTE In PowerShell v4, C\Program Files\WindowsPowerShell\Modules has
been added to the module path (for Desired State Configuration primarily).
You won'’t see that in earlier versions.

As with any Windows environment variable, you can change this variable to include
alternate or additional locations that should be autosearched for modules. In fact,
some third-party PowerShell solutions might update this variable.

NOTE You’ll still need to use the -ListAvailable parameter of Get-Module,
because even though PowerShell v4 “sees” all modules automatically, thanks
to its autoloading feature Get-Module sees only modules that are fully
loaded—either by using Import-Module or by using a command in a module
that triggers a full load in the background.

In chapter 10, we’ll discuss PowerShell Remoting, which is the shell’s ability to main-
tain a connection with remote computers. The Get-Module cmdlet has a special fea-
ture that uses Remoting to list the modules available on a remote machine. For
example, create a Remoting session to another computer, and then see what modules
it contains:

PS C:\> $session = New-PSSession -ComputerName Win8

PS C:\> Get-Module -PSSession $session -ListAvailable
ModuleType Name ExportedCommands
Manifest ActiveDirectory
Manifest ADDeploymentWF
Manifest ADDSDeployment
Manifest AppLocker
Manifest Appx

Manifest BestPractices
Manifest BitsTransfer

Set-ADAccountPassword,
nvoke-ADCommand
Install-ADDSForest, Add...
Set-AppLockerPolicy, Ne...
Remove-AppxPackage, Get...
Get-BpaResult, Set-BpaR...
Complete-BitsTransfer, ..
Get-BCNetworkConfigurat. ..
Get-CimSession, New-Cim...
New-DAEntryPointTablelt...
Use-WindowsUnattend, 2Ad...

Manifest BranchCache

Manifest CimCmdlets

Manifest DirectAccessClientComponents
Script Dism

B e e e N e TS S PSS
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Manifest DnsClient {Resolve-DnsName, Remove...
Manifest International {set-Culture, Get-WinHom...
Manifest iSCsI {Disconnect—iSCSITarget,...
Manifest IscsiTarget {convert-IscsivirtualDis. ..
Manifest Kds {Get-KdsConfiguration, G...

This example reveals a great trick for discovering the modules that exist on a remote
machine. In chapter 10, we’ll also explore a technique called implicit remoting, which
lets you load those remotely stored modules into your own, local PowerShell session—
which means once you’ve discovered modules, it’s easy to start using them.

Loading extensions

To load a PSSnapin, you add it to your session:
PS C:\> Add-PSSnapin microsoft.sglserver.cmdletsnapin.100

Specify the PSSnapin name as revealed by Get-PSSnapin -Registered. Modules are
loaded similarly, although in this case you émport them:

PS C:\> Import-Module storage

Note that some modules are script modules, meaning they can load only if you’ve
enabled execution of scripts. If you try to load one on a default PowerShell configura-
tion where scripting isn’t enabled, you’ll get an error message. You’ll need to enable
script execution, which we cover in chapter 17, or you can read the help for the Set-
ExecutionPolicy command to learn how to load such a module.

NOTE For modules stored in one of the PSModulePath locations, you won’t
need to import the module explicitly. PowerShell will import the module
automatically through its autoloading feature the first time you try to run one
of the commands in the module.

If modules aren’t stored in one of the PSModulePath locations, you can import them
by providing the full path to the module’s folder, rather than providing only the mod-
ule’s name. For example, a module stored in C:\MyModules\Fred would be loaded by
running Import-Module C:\MyModules\Fred. Because that module doesn’t live in one
of the autosearched locations, it wouldn’t be autoloaded, nor would it be revealed by
running Get-Module -ListAvailable.

Discovering extensions’ additions
Once an extension is loaded, you can see what commands it contains:

PS C:\> Get-Command -Module storage

CommandType Name ModuleName
Alias Initialize-Volume storage
Function Add-InitiatorIdToMaskingSet storage
Function Add-PartitionAccessPath storage
Function Add-PhysicalDisk storage
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Function Add-TargetPortToMaskingSet storage
Function Add-VirtualDiskToMaskingSet storage
Function Clear-Disk storage
Function Connect-VirtualDisk storage

This technique works with both modules and PSSnapins. From here, you can ask for
help on a specific command to learn how to use it.

NOTE The -Module parameter has an alias, -PSSnapin, which makes it also
legal to run Get-Command -PSSnapin My .Snapin.Name. It’s the same effect.

Keep in mind that extensions can add more than commands; they can also add pro-
viders. To see what providers are available on your machine, run the following:

PS C:\> Get-PSProvider

Name Capabilities Drives
Alias ShouldProcess {Alias}
Environment ShouldProcess {Env}
FileSystem Filter, ShouldProcess, {c, a, D}
Function ShouldProcess {Function}
Registry ShouldProcess, Transact... {HKLM, HKCU}
Variable ShouldProcess {variable}
WSMan Credentials {wsMan}
Certificate ShouldProcess {cert}

This is the list from a standard Windows 8.1 machine. You may see more providers if
you have other modules loaded such as those for Active Directory or SQL Server. In a
newly opened PowerShell console, you may not see the WSMan or Certificate provider
in the list until you have accessed them because they aren’t part of the core Power-
Shell load.

We didn’t filter for a specific module or PSSnapin, so you’ll see all available provid-
ers. Remember that you can ask for help on a provider (help alias, for example)
once it’s loaded.

Managing extensions

You can use the following commands to manage extensions:

= Remove-Module unloads a module.

® Get-Module displays a list of all loaded modules in the current PowerShell session.

® Remove-PSSnapin removes a PSSnapin.

m Get-PSSnapin displays a list of all loaded PSSnapins in the current Power-
Shell session.

Generally, when you remove a module or a snap-in all of its commands are removed
from your PowerShell session. But be aware that some items, such as custom type or
format extensions, might persist. This may not be a big deal, but you may get an
exception if you reimport or readd the module or PSSnapin in the same session. If so,
you can ignore the error message. Using a new PowerShell console is one way to avoid
these messages.
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Command name conflicts

When you start loading up a bunch of modules or PSSnapins, it’s obviously possible
for two of them to contain commands having the same name. So what happens?

By default, when you run a command, PowerShell runs the last version of that com-
mand that was loaded into memory—that is, whichever one was loaded most recently.
That command has the effect of “hiding” commands having the same name that were
loaded earlier. There’s a specific purpose for that behavior: It enables something
called proxy functions, which we’ll discuss in chapter 37.

But you can access any specific command you want to by providing a fully qualified
name. That name combines the name of the PSSnapin or module that contains the
command you want, a backslash, and then the command name. ActiveDirectory\
Get-ADUser, for example, will run the Get -ADUser command contained in the Active-
Directory module or PSSnapin, even if some other extension has more recently
loaded a different “Get-ADUser” command.

An alternative is to use the -Prefix parameter of Import-Module, which enables
you to add a prefix to the noun for each of the cmdlets (or functions) in your module.
Assume you had a module called MyModule that contains

Get -MyNoun
Set -MyNoun

If you import it as Import-Module MyModule -Prefix DJR, the functions would have a
prefix applied and would become

Get -DJRMyNoun
Set -DJRMyNoun

Now you can run these commands without worrying about naming collisions.

In PowerShell v4, you can also get modules by a fully qualified name. If for some
reason you have two modules with the same name but they’re different versions (don’t
ask us why you would), you can specify the module you want. FullyQualifiednameisa
special hash table of the format @{ModuleName="MyModule" ;ModuleVersion="1.0"}.
Both Get-Module and Get-Module -ListAvailable provide the version number and
name as part of the default display:

PS C:\> Get-Module -FullyQualifiedName @{ModuleName="Applocker";
ModuleVersion="2.0"} -ListAvailable

Directory: C:\WINDOWS\system32\WindowsPowerShell\vl.0\Modules

ModuleType Version Name ExportedCommands

Manifest 2.0.0.0 AppLocker {Get-AppLockerFile. ..

You’ll want to include -ListAvailable. If this is the module you wanted to import,
the best thing is to pipe it to Import-Module:

PS C:\> Get-Module -FullyQualifiedName @{ModuleName="Applocker";
ModuleVersion="2.0"} -ListAvailable | Import-Module
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Now, there’s an odd quirk here, or perhaps a bug. If you specify a version but the only
version you have is newer, you’ll get the newer version. We assume the reasoning is that
the newer version is backwards compatible. But if you ask for a version that’s newer
than the one that’s installed, you’ll get nothing. In our example, the AppLocker mod-
ule is at version 2.0. If we ask for version 1.0, we’ll get this version. But if we ask for ver-
sion 3.0, we’ll get nothing.

Managing module autoloading

PowerShell has a built-in variable, $PSModuleAutoLoadingPreference, that controls
autoloading behavior. You probably won’t see this variable if you run Get-variable.
PowerShell’s default behavior is to autoload all modules. But you can explicitly create
the variable and assign it one of the following values:

= All—Automatically imports a module on first use of any command contained
in the module.

® ModuleQualified—Modules are loaded automatically only if you use a qualified
command name, such as MyModule\Do-Something. Running only Do-Something
wouldn’t load the module containing that command.

= None—Modules aren’t loaded automatically.

This variable doesn’t prevent you from explicitly loading a module using Import-
Module. But autoloading makes it easier because all you have to do is run the com-
mand and let PowerShell handle any necessary module imports. Be aware that this
applies only to modules; you still need to manually add a PSSnapin before you can use
any of its commands.

Summary

Managing PowerShell extensions is one key to being successful with the shell. Much of
the functionality you’ll rely on to accomplish administrative tasks comes from exten-
sions rather than from the shell’s core functionality. Being able to find, load, and
inventory extensions is the primary way you can get needed functionality to the shell
and have it available for your use.
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This chapter covers

Logical and comparison operators
Bitwise operators

Arithmetic operators

Type operators

Other special operators

In any computer language, operators provide a means of comparing and manipulat-
ing pieces of data. PowerShell’s no exception, offering a wide variety of operators
for different tasks.

Powershell supplies a number of help files on the various operators. We rec-
ommend that you read them in conjunction with this chapter. The help files con-
tain numerous examples that will aid your understanding. The following help

files are available:

= about_Operators

= about_Arithmetic_Operators

= about_Assignment_Operators
= about_Comparison_Operators

52
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= about_Logical_Operators
= about_Operator_Precedence
= about_Type_Operators

All of these operators have a common syntactical form. Practically all PowerShell oper-
ators start with a dash or a hyphen, followed by the operator name. You'll see plenty of
examples of this in the following sections and throughout the rest of the book. If you
have prior experience with other scripting or programming languages, PowerShell’s
operators can seem confusing or odd at first, but you’ll get used to them as you work
with them.

Logical and comparison operators

Comparison operators are designed to take two pieces of data and compare them.
They always return either True or False, known as Boolean values, based on whether
or not the comparison was true.

NOTE PowerShell has built-in variables ($True and $False) that represent the
Boolean values True and False. Variables are covered in detail in chapter 16.

There are some cases where you may get an answer that isn’t a Boolean value:
PS C:\> $a = 1,2,3

PS C:\> $a -eq 1
1

In reality, you're performing a comparison that doesn’t make sense in that you're try-
ing to compare an array of values to a single value. The correct comparison would be:

PS C:\> $a -contains 1
True

Or possibly:

PS C:\> $al0] -eq 1
True

Table 6.1 shows the primary comparison operators in PowerShell. In the middle col-
umn, we’ve included the more common equivalent from other languages to allow you
to match up operators with whatever prior experience you may have.

Table 6.1 PowerShell’s comparison operators

Operator Other languages Purpose
-eq =or== Equal to
-ne <>orl= Not equal to
-gt > Greater than
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Table 6.1 PowerShell’s comparison operators (continued)

Operator Other languages Purpose
-1t < Less than
-le <= Less than or equal to
-ge >= Greater than or equal to
-like, -notlike n/a Wildcard string comparison

NOTE Another comparison operator set, -match, -cmatch, -notmatch, and
-cnotmatch, is used with regular expressions. Because it’s a big topic, we're
devoting an entire chapter to it (chapter 13). The PowerShell help file called
about_comparison_operators also discusses -contains, -notcontains, and
-replace. These, together with the bitwise operators, are the subject of later
sections in this chapter.

All string comparisons are case insensitive by default. The following example would
return True (try running it in the shell to prove it):

"HELLO" -eq "hello"

There may be times when you explicitly need to perform a case-sensitive string com-
parison, and PowerShell offers a set of alternate, case-sensitive operators for those
times. Add a “c” after the dash in the operator: -ceq, -cne, and so forth. For example

PS C:\> "Hello" -ceqg "hello"
False

NOTE It’s also possible to use an “i” to force a case-insensitive comparison,
for example, —ieq, -ine, and so on. It may seem odd to have these available
when PowerShell is case-insensitive by default, but consider the situation
where you have multiple comparisons to perform and some have to be case-
sensitive and some case-insensitive. It’d be useful to be able to easily differen-
tiate the type of comparison.

Be careful with the way you build your comparison. These all return the same result:

"Hello" -eq "hello"
"Hello" -ieqg "hello"
"Hello" -cne "hello"

We recommend that you always use the simplest possible operator to aid debugging
and working with the code in the future.

The size operators, -gt, -ge, -1t, and -le, are self-explanatory when used with
numerical data:

PS C:\> 10 -gt 9
True
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They really come into their own when you’re using branching constructs, as explained
in chapter 19. You may come across this apparent oddity:
PS C:\> 9 -gt "1l0"
False
PS C:\> 9 -lt "10"
True
PowerShell is converting the string to an integer so that it can perform the compari-
son. Any conversion activity involves the value on the right-hand side; that value is
converted to the same type as the value on the left-hand side.

The -1like operator, along with the case-sensitive -clike operator (case-insensitive
versions exist as well), permits you to use ? and * as wildcards. For example, the follow-
ing would return True:

"PowerShell" -like "*gh*"

You’ll also find the -notlike and -cnotlike operators, which reverse the normal
logic. This would return False:

"PowerShell" -notlike "*gh*"

You can type any of these examples directly into the PowerShell console, press Enter,
and see the result. It offers an easy way to test different comparisons before using
them in a longer command or script.

The -contains operator

We want to call special attention to this operator because it’s often confused for -1ike.
For example, you'll see folks try the following example, which won’t work:

"PowerShell" -contains "*gh*"

The previous comparison will work fine if you use the -1ike operator, because its job
is to compare strings using a wildcard comparison. But -contains is different. It’s
designed to look inside a collection of objects and see if that collection contains
another object. For example, you could create a collection containing three strings
and then test to see if the collection contains a fourth string:

Scollection = "one","two","three"

Scollection -contains "one"

That comparison would return True. The -contains operator is easy to understand
with simple objects like strings or numbers. But with more complicated objects it
becomes less straightforward. For example, consider the following:

PS C:\> $collection = Get-Process

PS C:\> Sprocess = Get-Process | select -first 1
PS C:\> $collection -contains $process
False

Wait, False? What’s going on?
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You started by getting all processes on the system and placing them into the
$collection variable. Next, you retrieved the first running process and put it into
the variable, $process. Surely $scollection contains $process, right?

NOTE If you’re curious about variables, we devoted an entire chapter to them
(chapter 16). For now, think of them as storage boxes that contain things—in
this case, processes.

Well, sort of. On our system, the first running process was Conhost, and $collection
definitely contains Conhost. The problem is in the way -contains works. When it
looks for a match, it tries to match every single property of the object. In addition to
looking at the name Conhost, it'll look at the other 65 properties of a process object.
Some of those properties—such as memory and CPU consumption—are constantly
changing. In the short span of time between filling $collection and then filling
$process, some properties of that Conhost process changed. That means the snapshot
of Conhost in $collection is slightly different from the snapshot in $process; there-
fore, the -contains operator doesn’t believe they’re the same, and it returns False.
You can show that -contains does work by trying the following:

PS C:\> $collection = Get-Process

PS C:\> $process = Scollection | select -First 1
PS C:\> $collection -contains S$process
True

In the previous example, the $process variable is populated by selecting the first
member of the collection. The collection has to contain the first member to return a
result of True. As long as you understand that -contains compares every property
when dealing with objects, you’re fine.

NOTE You’ll also find -notcontains, which is the logical opposite of -contains.

The -in and -notin operators

Related to -contains is an operator introduced in PowerShell v3 called -in, which
also has an inverse, -notin. You can use this operator to test whether a value is part of
a collection of values. This operator always returns a Boolean value:

PS C:\> "Bruce" -notin "Don","Jeff","Richard"

True

PS C:\> "Bruce" -in "Don","Jeff","Richard"
False

The only difference between the previous and the -contains lies in the order. With
-contains you're testing if an array contains something:

PS C:\> "Don","Jeff","Richard" -contains "don"
True

With -in you’re testing whether a value is in an array. This is a subtle distinction. In
¥y g Y
practical terms no real differences exist between the two operators. The choice of
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which to use may come down to how you like to read code. For example, consider
the following:
Snames = Get-Process \ select -ExpandProperty Name

If (Snames -contains "calc")({
Stop-Process -Name "calc" -WhatIf

}
if ("notepad" -in $names) {
Stop-Process -Name "notepad" -WhatIf

}

As you can see, you get a list of process names and then test whether a particular pro-
cess name is in the list. Using -in reads a little more simply, but both if statements do
the same job. If you're using the simplified syntax for Where-Object (see chapter 7)
you need to use -in rather than -contains; that’s why it was invented.

Boolean, or logical, operators

The comparison operators we’'ve discussed accept only two values. They compare
them and return either True or False. But what if you need to compare more than
one thing? That’s where Boolean, or logical, operators come into play.

Generally speaking, these operators are designed to take two subcomparisons, or
subexpressions, which each produce a True or a False. The Boolean operators then
take both True/False results and compare them, returning a True or a False for the
entire expression. Typically, you limit the number of subexpressions to two, but you
can have as many as you want, each separated by an operator.

NOTE On a practical basis, the more logical operators and subexpressions
you put into the comparison, the more difficult it becomes to understand and
debug. Think carefully about what you’re doing if you find yourself building
huge comparison strings. Usually, you can find a better way to accomplish the
same thing.

Table 6.2 lists these Boolean operators.

Table 6.2 PowerShell’s Boolean operators

Operator Purpose
-and Return True if all subexpressions are True.
-or Return True if any subexpression is True.
-not or ! Return the opposite: True becomes False, and False becomes True.
-Xor Return True if one subexpression is True, but not if both are True.

Let’s look at some examples. Note that we’ve used parentheses to group the sub-
expressions. You don’t necessarily need to do that in comparisons that are this simple,
but we think it makes them easier to read (and debug):
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PS C:\> (5 -gt 100) -and (5 -eq 5)
False

PS C:\> (5 -gt 100) -or (5 -eqg 5)
True

PS C:\> (500 -gt 100) -and (5 -eq 5)
True

PS C:\> (500 -gt 100) -or (5 -eq 5)
True

PS C:\> (500 -gt 100) -xor (5 -eq 5)
False

You can make these comparisons as complex as you wish. Again, we find that using
parentheses to contain each subexpression makes complex, multipart comparisons eas-
ier for your brain to digest and to edit when you revisit the code six months later. Keep
in mind that PowerShell, like algebra, processes from the innermost parenthetical
expression and works outward. The following is an example of a complex expression:

PS C:\> (((500 -gt 100) -or (1 -eq 2) -and 5 -eq 5) -and (10 -eq 10))
True

Did you get all that? It’s easier, sometimes, to break it down as PowerShell would. Start
with the innermost parentheses and evaluate their expressions, and then work your
way outward:

(((500 -gt 100) -or (1 -egq2) -and 5 -eqg 5) -and (10 -eq 10))
m ((True -or False -and 5 -eq 5) -and True)
m ((True -or False -and True) -and True)
m  ((True -and True) -and True)
m  (True -and True)

. True

But letting PowerShell do the work is a lot faster.

Bitwise operators

Technically, these operators are comparison operators, but the way in which they per-
form their comparison requires a little explanation.

First, keep in mind that you can render any integer number in binary. For exam-
ple, 18 in binary is 00010010. A bitwise operator takes two binary numbers and com-
pares each digit, or bit, one at a time. The result is the total number of bits that passed
the comparison. Table 6.3 shows the operators.

Table 6.3 PowerShell’s bitwise operators

Operator Purpose
-band Return 1 if both compared bits are 1
-bor Return 1 if either compared bit is 1
-bxor Return 1 if one compared bit is 1, but not if both are 1
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Keep in mind that this comparison is executed on each bit, one at a time. Table 6.4
shows an example comparison.

NOTE When dealing with a binary, the least significant (first) bit is on the
right-hand side.

Table 6.4 Example bitwise comparison using -band

Number Binary
129 1 0 0 0 0 0 0 1
19 0] 0 0 1 0 0 1 1
-band (1) 0 0 0 0 0 0 0 1

In table 6.4, you ran 129 -band 19. PowerShell converted both 129 and 19 to binary,
and those bits are shown in the table. The first bit, with a value of 1, was present in
both 129 and 19. No other bits were present in both, so the final result is the first bit
turned on, with a value of 1. Now look at table 6.5, which shows the same two numbers
being compared with -bxor: 129 -bxor 19.

Table 6.5 Example bitwise comparison using -bxor

Number Binary
129 1 0 0 0 0 0 0 1
19 0] 0 0 1 0 0 1 1
-bxor (146) | 1 0 (0] 1 0 0 1 0

In table 6.5, the second, fifth, and eighth bits return 1, because those bits were set to 1
in one, but not both, of the two numbers being compared. The individual values of
those bits are 2, 16, and 128, respectively. The result is 128 + 16 + 2 = 146.

Table 6.6 presents the use of -bor for completeness. In this case the resultant bit is

a 1 if either of the numbers being operated on contains a 1 at that location. The result
is 128 +16 + 2 + 1 = 147,

Table 6.6 Example bitwise comparison using -bor

Number Binary
129 1 0 0 0 0 0 0 1
19 0] 0 0 1 0 0 1 1
-bor (147) 1 0 0 1 0 0 1 1
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In practice, bitwise operators are generally used to test whether a certain bit is set or
to set a specific bit. For example, some directory services store certain attributes as
bitmasks, where each bit has a specific meaning. The first bit, for example, might
indicate whether an account is locked out, and the second bit would indicate if a
password is due to be changed. If you loaded that entire bit mask attribute into a vari-
able named $flag, you'd test to see if the account was locked out by running $flag
-band 1. If you got 1 as your result, then you’d know bit 1 is set in $f1ag. Similarly, to
set bit 1 you’d run $flag -bor 1. The result would include bit 1 being set, with the
other 7 bits in $flag left as they were. The following listing offers a slightly more
practical example.

Param ([string] SComputerName=$env:COMPUTERNAME)

New-Variable -Name ADS UF_DONT EXPIRE PASSWD -Value 0x10000 -Option
Constant

[ADSI] $server="WinNT://$computername"

Susers=$server.children | where {$_.schemaclassname -eq "user"}

foreach (Suser in $users)

if (Suser.userflags.value -band $ADS UF_DONT EXPIRE PASSWD) { Perform
$pwdNeverExpires=$True bitwise
} comparison

else {
SpwdNeverExpires=$False
}

New-Object -TypeName PSObject -Property @{
Computername=$server.name.value
Username=$User.name.value
PasswordNeverExpires=SpwdNeverExpires

}
}

Listing 6.1 connects to a remote machine and gets all of the local user accounts. The
userflags property is a bitmask value.

NOTE In listing 6.1 the value 0x10000 given for the variable is expressed in
hexadecimal (base 16). Its decimal value is 65536.

If you perform a binary and a (-band), you can determine whether an account has
been set with a nonexpiring password:

Username PasswordNeverExpires Computername
Administrator True QUARK
Guest True QUARK
Jeff True QUARK
Lucky False QUARK

Okay, we’ll admit that the previous example is esoteric stuff. But it’s handy in the
right situation.
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6.2 Arithmetic operators

PowerShell supports the standard arithmetic operators, shown in table 6.7.

Table 6.7 PowerShell’s arithmetic operators

Operator Purpose
+ Addition or string concatenation
- Subtraction
/ Division
* Multiplication (numeric or string)
% Modulo (remainder)
++ Unary addition (increment)
- Unary subtraction (decrement)
+=, -+, /=, *= Shortcuts

The unary operators come from classic C syntax: $var++ means “add 1 to whatever is
in $var, and put the result in svar.” The shortcut operators have a similar origin. For
example, $var += 7 means “add 7 to whatever is in $var, and put the result in $var.”
The equivalent—and also legal in PowerShell—syntax would be $var = $var + 7.

The + operator does double duty for both the concatenation of strings and the
addition of numbers. Generally, PowerShell will look at the type of the first operand to
decide what to do:

PS C:\> $string = "5"

PS C:\> Snumber = 5

PS C:\> S$string + S$number

55

PS C:\> $number + $string

10

When it’s able to convert (or coerce) one type into another to make the operation
make sense, it'll do so. In our first example, the number was treated as a string. In the
second example, the string—because it was the second operand that time—was
coerced into an integer.

The multiplication operator works exactly as you’d expect with numeric data:

PS C:\> 17*3
51

What you might not expect is the ability to multiply strings:

PS C:\> "PowerShell rocks " * 3
PowerShell rocks PowerShell rocks PowerShell rocks

When you multiply a string you get a new string with the original data repeated, no mat-
ter how many times you specified it—up to the memory constraints in your system!
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The modulo operator performs division but only returns the remainder:

PS C:\> 5 % 3
2

Other operators

PowerShell includes a number of other operators you’ll find useful from time to
time. These aren’t operators you’ll use constantly, but they’ll come in handy for spe-
cial situations.

String and array manipulation operators

Three operators are designed to facilitate string manipulation: -replace, -split, and
-join.

The -replace operator searches for a substring within a string and replaces that
substring with another, for example:

PS C:\> "SERVER-DC2" -replace "DC","FILE"

SERVER-FILE2

PS C:\> "SERVER-DC2", "SERVER-DC7" -replace "DC","FILE"
SERVER-FILE2

SERVER-FILE7

As you can see, the input string can be a single string or an array of strings. In the lat-
ter case, each string in the array will be searched and replaced.

The -split and -join operators are designed to transform between single strings
and arrays. The -split operator takes a single string, along with a delimiter, and
returns an array, for example:

PS C:\> "one, two,three, four,five" -split ","
one

two

three

four

five

The default delimiter is a space, which means even though the example might look
odd, it works:

PS C:\> -split "one two three four five"
one

two

three

four

five

It’s also possible to control the number of elements returned by defining a maximum

number of substrings:

PS C:\> "one, two,three, four, five" -split ",", 3
one

two

three, four, five
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You’ve told PowerShell to return three substrings, so it performs the split to give the
first two, as previously shown, and then puts what'’s left into the final element.

You also have the option of case sensitive or case insensitive splits (using -csplit
and -isplit, respectively). These operators follow the same case rules as the logical
and comparison operators discussed earlier:

PS C:\> "one,Two, three, four, five" -split "two"
one,

,three, four, five

PS C:\> "one,Two,three, four,five" -csplit "two"
one, Two, three, four, five

PS C:\> "one, Two, three, four, five" -isplit "two"
one,

,three, four, five

It’s also possible to use regular expressions to determine how a string is split. This is
well covered in the about_Split help file.

The -join operator does the opposite, taking the elements of an array and creat-
ing a single string, with the array elements separated by a delimiter:

PS C:\> $names = Get-Service | select -expand name

PS C:\> Snames -join ','

ADWS, AeLookupSvc, ALG, AppHostSve, AppIDSve, Appinfo, AppMgmt , aspnet_state, Audi
oEndpointBuilder,AudioSrv,BFE,BITS, Browser, c2wts, CertPropSve, clr optimizat
ion v2.0.50727_32,clr optimization v2.0.50727_64,COMSysApp, CryptSvc, CscSer
vice,DcomLaunch, defragsvce,Dfs, DFSR, Dhep, DNS, Dnscache, dot3sve, DPS, EapHost , E
FS,eventlog, EventSystem, FCRegSvc, fdPHost , FDResPub, FontCache, FontCache3.0.0
.0,gpsve,hidserv, hkmsve, idsve, IISADMIN, IKEEXT, IPBusEnum, iphlpsve, IsmServ, k
dc, KeyIso, KtmRm, LanmanServer, LanmanWorkstation, 11tdsvc, lmhosts, MMCSS, MpsSv
c,MSDTC,MS1SCSI, msiserver, MSMQ, MSSQLSSQLEXPRESS, MSSQLServerADHelper100, nap
agent,Netlogon, Netman, NetMsmgActivator,NetPipeActivator,netprofm, NetTcpAct
ivator,NetTcpPortSharing,NlaSvc,nsi,NTDS,NtFrs, PerfHost,pla, PlugPlay, Polic
yAgent, Power, ProfSvc, ProtectedStorage, RasAuto, RasMan, RemoteAccess, RemoteRe
gistry, RpcEptMapper, RpcLocator, RpcSs, RSoPProv, sacsvr, SamSs, SCardSvr, Schedu
le,SCPolicySvc, seclogon, SENS, Sessionknv, SharedAccess, ShellHWDetection, SNMP

Optionally, the -join operator can combine the array elements without a delimiter:

PS C:\> -join $names

ADWSAeLookupSvcALGAppHostSvcAppIDSvceAppinfoAppMgmtaspnet stateAudioEndpoin
tBuilderAudioSrvBFEBITSBrowserc2wtsCertPropSvceclr optimization v2.0.50727_
32clr_optimization v2.0.50727_64COMSysAppCryptSvcCscServiceDcomLaunchdefra
gsvcDEfsDFSRDhcpDNSDnscachedot3sveDPSEapHostEFSevent logEvent SystemFCRegSvef
dPHostFDResPubFontCacheFontCache3.0.0.0gpsvchidservhkmsvcidsvcIISADMINIKEE
XTIPBusEnumiphlpsvcIsmServkdcKeyIsoKtmRmLanmanServerLanmanWorkstationlltds

Object type operators

PowerShell provides three operators that identify and manipulate object types. First,
the -is operator is used to test the type of an object:

PS C:\> "world" -is [string]
True
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The second operator, -isnot, performs the converse action—it tests if an object is not
of a specific type. We tend to avoid using this operator because it frequently puts us
into double negative territory. Third, the -as operator attempts to convert an object
of one type into another type. If it’s unsuccessful in doing so, it’ll usually produce no
output, rather than an error:

PS C:\> "55.2" -as [int]
55

PS C:\> "string" -as [int]
PS C:\>

These conversions can be quite handy. For example, when converting a floating-point
number to an integer, PowerShell follows standard rounding rules:

PS C:\> (185739 / 1KB) -as [int]
181

This also illustrates the use of the KB (kilobyte) shortcut; PowerShell also recognizes
KB, MB, GB, TB, and PB for kilobytes, megabytes, gigabytes, terabytes, and petabytes,
respectively. When you use any of these shortcuts, the returned values will be in bytes,
unless you further manipulate them:

PS C:\> 1mb

1048576

PS C:\> 10mb

10485760

PS C:\> 250MB+1GB

1335885824

PS C:\> 4590932427/1gb
4.27563900779933

PS C:\> 4590932427/1gb -as [int]
4

Format operator

You can use the -f format operator to create formatted strings. On the left side of the
operator, provide a string that includes one or more placeholders. On the right side
of the operator, provide a comma-separated list of values to be placed into those
placeholders:

PS C:\> "Today is {0} and your name is {1}" -f (Get-Date), (SEnv:USERNAME)
Today is 12/8/2013 3:13:29 PM and your name is Administrator

In this example, the rightside list includes two parenthetical expressions, each of
which ran a command. The results of those commands are then placed into the num-
bered placeholders.

The placeholders can also contain instructions for formatting the right-side values.
These work primarily for numbers, dates, and simple strings:

PS C:\> "Today is {0:d} and Pi is {1:N}" -f (Get-Date), [math]::pi
Today is 12/8/2013 and Pi is 3.14
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The d specifies a short date format, whereas the N specifies a standard decimal display
for numbers. A list of standard formatting codes for dates can be found at http://
msdn.microsoft.com/en-us/library/az4se3kl.aspx, and a list of numbers is available
at http://msdn.microsoft.com/en-us/library/dwhawy9k.aspx. These standard codes
typically provide an entire predefined format; you’ll also find custom codes:

PS C:\> "Today is {0:ddd 4 MMMM yyyy}" -f (Get-Date)

Today is Sat 8 December 2013

The previous example made use of the custom date codes documented at http://
msdn.microsoft.com/en-us/library/8kb3ddd4.aspx; custom numeric codes are at
http://msdn.microsoft.com/en-us/library/0c899ak8.aspx. You can also reference
http://msdn.microsoft.com/en-us/library/txafckwd.aspx, which discusses the entire
underlying .NET Framework formatting system and which provides additional links to
formatting codes for time spans.

Note that the rightside values are expected to be simple values, including num-
bers, dates, and strings. If you provide an entire object on the right side, PowerShell
will attempt to make a string representation of it. This approach may provide unex-
pected and less-than-useful results:

PS C:\> "Services running include {0}" -f (Get-Service)

Services running include ADWS

In the example, PowerShell retrieved all of the services but couldn’t put them all into
the single placeholder. Therefore, it selected only the first service and displayed its
name. PowerShell tends to prefer a “Name” property if one exists, because “Name”
properties typically include human-readable, useful text identifiers.

Miscellaneous operators

Finally, PowerShell has several other operators that perform a variety of tasks. We’ll
cover these in this chapter for completeness, but you’ll see more detailed information
on them throughout the rest of this book as you encounter situations where these
operators can be used effectively.

First is the call operator, which is the & sign (ampersand). Sometimes this is
referred to as an invoke operator. You can use this to execute strings or script blocks,
assuming they contain executable commands:

PS C:\> $cmd = "dir"

PS C:\> & $cmd
Directory: C:\

Mode LastWriteTime Length Name

d---- 10/21/2013 9:44 AM a00974d2e4c90e7814
d---- 11/27/2011 11:00 AM files

d---- 10/21/2011 9:50 AM inetpub

d---- 7/13/2009 8:20 PM Perflogs

d-r-- 11/1/2011 8:38 AM Program Files
d-r-- 11/1/2011 8:07 AM Program Files (x86)
d---- 11/27/2012 11:05 AM Test
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d-r-- 10/21/2011 9:51 AM Users

d---- 11/1/2011 8:38 AM Windows

Next is the subexpression operator, $(). Inside the parentheses, you can place
expressions and PowerShell will execute them. This operator is primarily used
within double quotation marks. Normally, PowerShell looks for escape characters
and variables inside double quotes. Escape characters are executed, and variables
are replaced with their contents. A subexpression enables you to have something
more complicated than a single variable. For example, suppose $service contains a
single Windows service, and you want to include its name. One way would be to first
pull that name into a variable:

PS C:\> $service = Get-Service | select -first 1

PS C:\> $name = $service.name

PS C:\> "Service name is $name"

Service name is ADWS

Using a subexpression can result in more compact syntax, although many people find
the $(syntax) difficult to read. The subexpression also avoids the creation of a vari-
able, which saves a bit of memory:

PS C:\> $service = Get-Service | select -first 1

PS C:\> "Service name is $($service.name)"

Service name is ADWS

You may often want to work with a range of values, for example, the numbers 1 to 10.
PowerShell has a range operator (designated by two dots, ..) that can be used for this
task. A simple example will illustrate its use:

1..10 | foreach {Write-Host $_}

The numbers 1 to 10 will be written to your screen. You can also reverse the range so
that the numbers decrement:

10..1 | foreach {Write-Host $ }

We’ve mentioned arrays a number of times, and though the full discussion of these
objects is postponed until chapter 16, you need to know that the range operator can
be used with arrays:

PS C:\> S$Sprocs = Get-Process
PS C:\> $procs[2..5]

Handles NPM(K) PM (K) WS (K) VM (M) CPU (s) Id ProcessName
77 8 1952 6444 54 1.48 3152 conhost
403 11 1968 4052 44 1.20 516 csrss
351 39 2548 106424 169 16.69 580 csrss
351 18 4336 12560 73 0.09 1544 dasHost

There is one more type of operator you need to be aware of: The math operators are
strictly .NET rather than PowerShell, but they’re the way you have to access math func-
tionality in PowerShell.
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Math operators

The .NET System namespace contains a class called Math (see http://msdn.microsoft
.com/en-us/library/System.Math (v=vs.110).aspx). Chapter 7 explains classes, objects,
methods, and other terminology you’ll need to know, but for now we’ll just show you
how to use the math functionality.

The Math class has a number of methods (and a few fields) that supply the math
functionality you’ll need in PowerShell. For example, if you need the value of pi,
use this:

[math] : :pi
[System.Math] : :pi

This code is telling PowerShell to use the Math class by putting the name of the class in
square brackets. The double colon (::) tells PowerShell to use a static field (or
method), and pi determines the field or method to be accessed.

NOTE A static method is one in which you don’t have to create an object
from the class. You can use it directly.

Either example will give you the results you need. Case is optional, and the use of the
namespace (System) is also optional.
A few examples will illustrate the versatility of this class:

m [math] ::Sqrt (16) —Calculates the square root of a number. The result is 4.
= [math]::Sin([math]::pi/2)—Calculates the sin of an angle of pi/2 radians
(90 degrees). The result is 1.

Other standard trigonometry functions such as cos and tan are also available.

Many calculations produce results with a large number of decimal places. For exam-
ple, the free disk space on the machine used to produce this chapter is 190400217088
bytes. You, like us, would probably prefer to see that value in GB:

PS C:\> 190400217088 / 1GB
177.324020385742

That level of precision is unnecessary; you only need two or three places after the dec-
imal point. The Math class supplies a Round () method that performs a mathematical
rounding for you:

PS C:\> [math]::Round( (190400217088 / 1GB), 3)
177.324

The calculation is placed in parentheses to ensure it’s performed first. The Round ()
method takes two parameters: the value to be rounded and an integer that determines
the number of decimal places to which rounding will occur. If you read the Math class
documentation, you’ll discover that other rounding options exist.

The Math class provides the mathematical functionality that extends PowerShell
without overwhelming you with an extra set of keywords to learn.
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Summary

PowerShell’s operators are the basis for its logic-making capabilities, and you’ll use
them extensively with scripting constructs such as If, Switch, and For. Obviously, the

arithmetic operators have their uses, and the many miscellaneous operators come in
handy as well.
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This chapter covers

m Using objects in PowerShell

®m Understanding object properties, methods,
and events

m  Working with objects in the pipeline

When you work with Windows PowerShell for, say, 10 minutes or so, you start to sus-
pect that it isn’t quite the standard command-line interface it appears to be. Many
administrators, relying on previous experience with shells like Cmd.exe or Bash,
struggle to use PowerShell efficiently and effectively. The reason for this is that—
despite PowerShell doing its best to disguise this fact—it’s an object-oriented shell,
which is a significant difference from the text-based shells of yesterday. Wrapping
your head around this paradigm shift, you can see that PowerShell’s object-oriented
nature is crucial to using the shell effectively.

NOTE PowerShell is object oriented but that doesn’t mean you have to
become a programmer to use it. You need to learn enough about objects
to get the most of the shell—enough to use the tool effectively.
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Although Don’s proverb “PowerShell hates text” isn’t exactly true, it does give you an
idea how important it is to embrace object-based operations over text-based opera-
tions. This is directly analogous to using SQL for set-based operations on a database as
opposed to using a sequential programming technique. You use the tool in the best

way by using it correctly.

Introduction to objects

If you have some experience with object-oriented programming, skip down to sec-
tion 7.2. If you have no idea what “object oriented” means, or if you're starting to get
concerned that this is a programming book (believe us, it’s not), then definitely read
this section before proceeding.

People make a big deal of objects when it comes to programming, although there’s
no reason to. You’ve probably used a spreadsheet before—probably Microsoft Excel.
If you have, then you’re completely prepared to deal with objects.

Open an Excel spreadsheet and type some column names into the first row. Per-
haps you could use new user information, with columns named UserName, First-
Name, LastName, Department, City, and Title. That’s the example we’ll go with, and
you can see our spreadsheet in figure 7.1. We’ve also added some data rows under-
neath the first, and you should go ahead and do that, too.

If you thought of this spreadsheet as a database, you wouldn’t be far off. It isn’t a
complicated database, but it certainly stores data in a columnar format, which is how
most databases are presented—the innards of the database require another book. It’d

®00 .1 Workbook1
E@@EE\J &)L—C]ﬁg - @4~ 2"‘2"‘0'%'@5% (Q' Search in Sheet )))
[ #A Home Layout Tables | Charts | SmartArt | Formulas Data | Review A v
Edit Font Alignment Number Format Cells Themes
| = i - - | =| = & labc~ v I MENE E E==i e L
E . |Calibri (Body) / 16 = abe — ¢ Wrap Text ?erleu\o ﬁ=>' L’,_l' L_a_j' \;}.‘_1.,]' a
Paste B|I|U|S[AN:IE Merge B % Eg:ﬁg;“’i"‘g Styles  Actions  Themes Aa~
D10 1O ¢ Sfx =
_J A B C D E F G H 1 J K
1 UserName FirstName LastName Department City Title
2 |Donl Don Jones IT Las Vegas CTO
3 |JefferyH  Jeffery Hicks IT Syracuse Director
4 RichardS Richard Siddaway IT London  Fellow
5 | ChrisG Chris Gannon  Finance Las Vegas Accountant
6 |GregS Greg Shields Custodial Denver  Janitor
| 7
| 8
)
L1 %
Lk
112
|13
14
15
16
Sl Ppr Sheetl / +
NovmaIView—l Read: 4 Sum=0 v

Figure 7.1 Creating a simple database as an Excel spreadsheet
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be better if you thought of this as a data structure, which is a more generic term than
database. This data structure has some visible features associated with it. There are six
columns, for example, and five rows (the first row, which contains column names,
doesn’t count). Each row contains data for each of the six columns.

We could’ve put this information into lots of other data structures. For example,
we could’ve put it into a SQL Server database, which would look visually similar,
although it’d be physically quite different if you looked at how the data was saved to
disk. The point is that they’re both data structures. It’s true that they use different
names. For example, what Excel calls a column could be called either a column or a
domain in SQL Server; what Excel refers to as a row would be called a row, a tuple, or an
entity in SQL Server. Excel has a sheet, whereas SQL Server would have a table. The
names are only names, and they don’t affect what’s being stored in those structures.

Objects, it turns out, are another kind of data structure. As with Excel or SQL
Server, you don’t ever get to see how objects physically store their data, nor do you
need to. You only need to know that objects are a way of storing data, usually in mem-
ory, so that you can work with the data. Objects use a slightly different terminology
than Excel or SQL Server:

= Excel stores a bunch of things on sheets, and SQL Server stores them in tables.
In object lingo, a bunch of things is called a collection.

= Excel uses a row to represent a single thing, such as a user in our example. In
object-speak, a row is an object.

= In Excel and SQL Server, you have columns to store the individual bits of data
about a thing. In the world of objects, they’re called properties.

Try to mentally visualize objects as looking like an Excel spreadsheet, with some minor
changes in terminology. Instead of a sheet containing rows and columns, you have a col-
lection consisting of objects, which have properties.

At this point, most object tutorials will indulge in a noncomputer, real-world anal-
ogy, and we’re obligated by tradition to do the same. Let’s say you wander onto a used
car lot—you’re standing in the middle of a collection of car objects. It’s worth nothing
that objects come in many different #ypes. For example, a car object would look entirely
different from a television object. All of those car objects have various properties, which
describe the objects: color, number of doors, type of engine, and so forth. Some of
these properties you can change, such as the color, and some you can’t, such as the
manufacturer. Thus some properties you can read and write and some are read-only.
All this will become more relevant when you start working with PowerShell objects.
But for now you can imagine making a spreadsheet, with columns for the color, doors,
and so on, and with each row representing a single car on the lot.

Members: properties, methods, and events

It’s obvious that objects have a lot of things associated with them, and this is where the
spreadsheet analogy will start to break down, so we’ll stick with cars. And maybe televi-
sions, because who doesn’t like a nice TV show now and again?
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Consider some of the things you might use to describe a television or a car; these
are the properties of the objects. Obviously, each different type of object will have a dif-
ferent set of properties, so one of the things you’ll always want to keep in mind is the
type name of the object you’re working with. Table 7.1 provides some examples.

Table 7.1 Example properties for a car type and for a television type

TypeName: Car

TypeName: Television

Manufacturer
Model

Color
EngineType

Length

Manufacturer
Model
Size

Resolution

CurrentChannel

Both of these types of objects can perform various actions, which in the world of
objects are called methods. Specifically, a method is something that you can tell an
object to do or have done to it. Thinking in terms of cars and televisions, look at
table 7.2 for some examples.

Table 7.2 Example methods for a car type and for a television type

TypeName: Car TypeName: Television
Turn ChangeChannel
Accelerate PowerOn
Brake PowerOff
DeployAirbags RaiseVolume
Sell LowerVolume

In the world of Windows, consider a service. What kinds of actions can a service take?
You can stop them, start them, pause them (sometimes), resume them (from pause),
and so on. Therefore, if you were looking at an object of the type Service, you might
expect to find methods named Start, Stop, Pause, Resume, and so on.

Collectively, the properties and methods of an object are referred to as its members,
as if the object type is some kind of exclusive country club and the properties and
methods belong to it.

There’s one other type of member, called events. You don’t work with events in
PowerShell a whole lot, but you’ll see them, so we want you to know what they’re for.

NOTE Their lack of use isn’t a PowerShell deficiency, because you’ll find
many good cmdlets for working with WMI-, .NET-, and PowerShell-related
events. We’ll cover these more in later chapters. Based on our experiences,
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most administrators haven’t explored working with events, which is somewhat
complicated and often drifts into the world of .NET or systems programming.
The adoption of PowerShell is a bit like the exploration of an unknown area.
The pioneers push into unknown territory, such as events, whereas the bulk
of the population slowly follows the trails they’ve created. Events are on the
fringes of explored territory for most IT pros.

Basically, an event is a notification from the object to you that something has happened.
A car object might have a “Crashed” event, letting you know that something bad hap-
pened. A service object might have a “FinishedStarting” event, letting you know that it
was done starting. When you use events, you're simply writing commands that you want
to run in response to the event—that is, when the car crashes, run the command to call
for emergency services. Or sometimes you just want to see the notification.

PowerShell has a convenient way of showing you the members of an object: the
Get-Member cmdlet. You should be using this cmdlet so much that you get tired of typ-
ing Get-Member and want to use the shorter alias, gm, instead. Go right ahead—this is
going to be an important part of your life with PowerShell, so you should become
familiar with it right away. To use Get-Member, run any command that creates output.
That output goes into PowerShell’s pipeline, and that output is always in the form of
objects. You can pipe those objects to gm to see what members the objects have. Here’s
an example:

PS C:\> Get-Service | Get-Member
TypeName: System.ServiceProcess.ServiceController

Name MemberType Definition

Name AliasProperty Name = ServiceName
RequiredServices AliasProperty RequiredServices = ServicesDepen. ..
Disposed Event System.EventHandler Disposed(Sys...
Close Method void Close ()

Continue Method void Continue ()

CreateObjRef Method System.Runtime.Remoting.ObjRef C..
Dispose Method void Dispose (), void IDisposable...
Equals Method bool Equals (System.Object obj)
ExecuteCommand Method void ExecuteCommand (int command)
GetHashCode Method int GetHashCode ()
GetLifetimeService Method System.Object GetLifetimeService (
GetType Method type GetType ()
InitializeLifetimeService Method System.Object InitializeLifetime...
Pause Method void Pause ()

Refresh Method void Refresh()

Start Method void Start(), void Start (stringl[...
Stop Method void Stop()

WaitForStatus Method void WaitForStatus (System.Servic...
CanPauseAndContinue Property bool CanPauseAndContinue {get;}
CanShutdown Property bool CanShutdown {get;}

CanStop Property bool CanStop {get;}

Container Property System.ComponentModel.IContainer. ..
DependentServices Property System.ServiceProcess.ServiceCo. ..
DisplayName Property string DisplayName {get;set;}
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MachineName Property string MachineName {get;set;}
ServiceHandle Property System.Runtime.InteropServices.S...
ServiceName Property string ServiceName {get;set;}
ServicesDependedOn Property System.ServiceProcess.ServiceCon. ..
ServiceType Property System.ServiceProcess.ServiceTyp. ..
Site Property System.ComponentModel.ISite Site...
Status Property System.ServiceProcess.ServiceCon. ..
ToString ScriptMethod System.Object ToString() ;

You can see all of the members in this output:

= Properties, which come in several variations, like AliasProperty and plain-old
Property properties. Functionally, there’s no difference in how you use any of
them, so we’ll generically refer to them as properties.

m Methods, like Start, Stop, Pause, and so on. Don’t worry about trying to run
these methods now. When the time comes, hopefully there will be cmdlets such
as Stop-Service you can run that will wrap up the method.

= Events—well, one event—Ilike Disposed. We have no idea what this does. Okay,
we do but for our purposes you can ignore it. A lot of this information comes
from the .NET Framework so more is exposed than most IT pros care to see.

The important, and easy-to-overlook, information is the TypeName, which in this case is
System.ServiceProcess.ServiceController. You can punch that entire TypeName
into an internet search engine to find Microsoft’s detailed documentation on this kind
of object, which is where you’d go if you wanted to figure out what Disposed is for.

Property types

As you explore different objects with Get -Member, you’'re likely to come across a num-
ber of property types. These will be listed under MemberType. Items that are Prop-
erty should be what you find when reading the MSDN documentation for that object
type. Some of these property names aren’t necessarily intuitive for an IT pro, so Pow-
erShell or the cmdlet developer often adds an AliasProperty. This is an alternative
for the “official” property name. For example, the members of Get-Service show an
AliasProperty of Name. When you use that property name, PowerShell will “redi-
rect” to the original property name of ServiceName. Most Windows admins would
think of the Name of a service and not a ServiceName.

You may also come across ScriptProperty. This is another PowerShell-added prop-
erty that uses a PowerShell command to calculate a property value. A NoteProperty
is a static property name, often added by Select-Object or Add-Member. Finally, you
might also see PropertySet. Think of this as a prepackaged bundle of properties.
These are defined by PowerShell or cmdlet developers—for example, a process
object as a PSResources property set. So instead of typing

Get-Process | Select Name, ID,HandleCount,WorkingSet, PagedMemorySize,
PrivateMemorySize,VirtualMemorySize, TotalProcessorTime

you can simply type

Get-Process | select PSResources
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NOTE Microsoft updates its documentation as new versions of .NET are
released, but be careful to match the documentation version to the version of
.NET you’re using. How do you know that? Type $psversiontable at a Power-
Shell prompt and use the first two numbers given in the CLRVersion property.
On a system using PowerShell v2, expect something like 2.0. For PowerShell

v3 or v4 you should see a version starting with 4.0.
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Get-Member is even smart enough to deal with multiple types of objects at once. For

example, when you run Dir, you're potentially producing both Directory and File

objects. They’re similar but not exactly the same. A Directory, for example, won’t

have some of the data that a File would have, such as a length (size in bytes).

PS C:\windows> dir | get-member

TypeName: System.IO.DirectoryInfo

Name

Mode

Create
CreateObjRef

CreateSubdirectory

Delete

PSChildName
PSDrive
PSIsContainer
PSParentPath
PSPath
PSProvider
Attributes
CreationTime
CreationTimeUtc
Exists

Extension
FullName
LastAccessTime
LastAccessTimeUtc
LastWriteTime
LastWriteTimeUtc
Name

Parent

Root

BaseName

MemberType
CodeProperty
Method
Method
Method
Method

NoteProperty
NoteProperty
NoteProperty
NoteProperty
NoteProperty
NoteProperty
Property
Property
Property
Property
Property
Property
Property
Property
Property
Property
Property
Property
Property

ScriptProperty

TypeName: System.IO.FilelInfo

Name

Mode
AppendText
CopyTo
Create
CreateObjRef

MemberType
CodeProperty
Method
Method
Method
Method

Definition

.String Mode{get=Mode; }
.Void Create(System.Secur...
.Runtime.Remoting.ObjRef
.I0.DirectoryInfo CreateS...
.Void Delete(), System.Vo...

System.

.String PSChildName=ADWS
.Management .Automation.PS. ..
.Boolean PSIsContainer=True
.String PSParentPath=Micr...
.String PSPath=Microsoft....
.Management .Automation.Pr. ..
.I0.FileAttributes Attrib...
.DateTime CreationTime {g...
.DateTime CreationTimeUtc...
.Boolean Exists {get;}
.String Extension {get;}
.String FullName {get;}
.DateTime LastAccessTime
.DateTime LastAccessTimeU...
.DateTime LastWriteTime {...
.DateTime LastWriteTimeUt...
.String Name {get;}
.I0.DirectoryInfo Parent
.I0.DirectoryInfo Root {g...
Object BaseName {get=$th...

Definition

.String Mode{get=Mode; }
I0.StreamWriter AppendTe...
IO.FileInfo CopyTo (strin...

System

System.
System.
System.
System.
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PSChildName NoteProperty System.String PSChildName=bfsvc...
PSDrive NoteProperty System.Management .Automation.PS. ..
PSIsContainer NoteProperty System.Boolean PSIsContainer=False
PSParentPath NoteProperty System.String PSParentPath=Micr...
PSPath NoteProperty System.String PSPath=Microsoft....
PSProvider NoteProperty System.Management .Automation.Pr. ..
Attributes Property System.IO.FileAttributes Attrib...
CreationTime Property System.DateTime CreationTime {g...
CreationTimeUtc Property System.DateTime CreationTimeUtc...
Directory Property System.IO.DirectoryInfo Directo..
DirectoryName Property System.String DirectoryName {get;}
Exists Property System.Boolean Exists {get;}
Extension Property System.String Extension {get;}
FullName Property System.String FullName {get;}
IsReadOnly Property System.Boolean IsReadOnly {get;...
LastAccessTime Property System.DateTime LastAccessTime
LastAccessTimeUtc Property System.DateTime LastAccessTimeU...
LastWriteTime Property System.DateTime LastWriteTime {...
LastWriteTimeUtc Property System.DateTime LastWriteTimeUt. ..
Length Property System.Int64 Length {get;}

Name Property System.String Name {get;}

BaseName ScriptProperty System.Object BaseName {get=if .
VersionInfo ScriptProperty System.Object VersionInfo {get=...

NOTE We removed some of the command’s output to save space. We may do
that from time to time when the output isn’t germane to the discussion, but
we’ll stick in an ellipsis (..) so that you’ll know we left some stuff out.

Keep this trick in mind: Any command that produces output can be piped to Get-
Member to see what members that output had. But once you’ve done this, your output
is removed and replaced with Get-Member’s own output. In other words, Get -Member
usually needs to be the last thing on the command line, because piping its output to
something else doesn’t usually make sense or do anything useful (Select-Object is
sometimes useful if you need the member names, for instance).

Sometimes, PowerShell lies, but only for good. For example, take a look at the first
few lines of output created by Get -Process:

PS C:\> get-process

Handles NPM (K) PM (K) WS (K) VM (M) CPU (s) Id ProcessName
87 8 2208 7780 79 1.06 1100 conhost
33 5 980 3068 46 0.02 1820 conhost
30 4 828 2544 41 0.00 2532 conhost

Guess what? There’s no property named “NPM(K).” Of those eight columns, only Han-
dles, Id, and ProcessName have the correct column headers. The rest of them were cre-
ated by PowerShell for display purposes, but they’re not the real property names. So, if
you wanted to work with the information in those columns, you’d need to find the prop-
erty names. Remember that you can use any property name you see from Get -Member in
cmdlets like Where-Object and Select-Object. Don’t assume a command’s default out-
putis all there is to the object or that those are the actual property names.
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NOTE Go ahead and open PowerShell and run Get-Process | Get-Member.
See if you can identify the properties that were used to create those other
five columns.

Sorting objects

Once you know the properties that an object contains, you can start to have fun with
those objects. For example, by default Get-Process produces a list that’s sorted by
process name. What if you wanted to sort the list by Virtual Memory size instead?

This is where PowerShell’s object orientation proves to be vastly superior to older
text-based shells. In a Unix operating system, for example, you’d have to do some
fancy text manipulation. You’d need to know that the Virtual Memory column started
at character 27 and went on for five character columns. If the output of the command
ever changed, you’d be out of luck and would have to rewrite all your commands that
depended on Virtual Memory being in characters 27 through 31. In PowerShell, you
don’t need to worry about it. Because the data isn’t text until the command has fin-
ished running, you can take advantage of the flexibility of the object data structure
and run something like the following:

PS C:\> Get-Process \ Sort-Object -Property vm

Handles NPM (K) PM (K) WS (K) VM (M) CPU (s) Id ProcessName
0 0 0 24 0 Idle
486 0 108 304 3 4 System
29 2 348 1020 0.05 228 smss
48 4 824 2688 14 0.02 1408 svchost
144 8 2284 4068 18 0.02 484 lsm
68 6 1356 4244 29 0.05 2828 svchost
261 18 3180 7424 31 0.16 712 svchost
233 13 3848 7720 34 1.15 468 services
96 13 2888 4868 34 0.00 1352 ismserv
125 13 2324 5712 35 0.05 1468 dfssvc

We hope you used Get-Member to discover that the “VM(M)” column is being pro-
duced from the VM property (if you didn’t, here’s a hint: look at the members with a
member type of AliasProperty). We took the output of Get -Process and passed the
information to Sort-Object. The Sort-Object cmdlet has a parameter, -Property,
that lets you specify one or more properties—that is, columns—on which to sort. As
you can see from the first few lines of output, it’s now sorting on the VM property. Note
that sorting is in ascending order by default; if you want descending order, there’s
another parameter for that:

PS C:\> Get-Process \ Sort-Object -Property vm -Descending

Handles NPM (K) PM (K) WS (K) VM (M) CPU(s) Id ProcessName
256 38 88116 74268 692 1.89 2188 powershell ise
403 21 56032 54320 566 2.31 2656 powershell
248 39 38920 35684 545 0.84 1248 Microsoft.Acti...
146 24 29336 21924 511 0.37 164 PresentationFo...
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985 43 19344 35604 387 8.52 848 svchost

1118 103 21460 27752 358 2.87 476 lsass
Now, we have to be honest and tell you that you won’t see most people run the com-
mand that way. They’ll usually use aliases instead of the full cmdlet names. They’ll
often know that the -Property parameter is positional, meaning you don’t have to
type the parameter name as long as your list of sort properties appears immediately
after the cmdlet name or alias. When you type less, you can specify the descending
option, because it’s the only parameter that starts with the letters “desc.” In other
words, the following is more common:

PS C:\> Get-Process | sort vm -desc

Handles NPM (K) PM (K) WS (K) VM(M) CPU(s) Id ProcessName
256 38 88116 74268 692 1.89 2188 powershell ise
400 21 86920 87024 567 3.32 2656 powershell
248 39 38920 35684 545 0.84 1248 Microsoft.Acti...
146 24 29336 21924 511 0.37 164 PresentationFo...
998 44 19536 35712 389 8.52 848 svchost

Keep in mind that the property name—vm, in this case—can’t be shortened in any
way. The shortening bit only applies to parameter names, not their values. Although
you didn’t type the parameter name (it’s -Property), vm is still being passed to that
parameter as a value. You can tell because it’s vm and not -vm.

Selecting objects

The next cmdlet we’ll discuss is Select-Object. This cmdlet can do several distinct
things, and it can do some of them at the same time. Because we find that newcomers
to PowerShell get very confused about this command’s functionality, we recommend
you pay close attention to what we’re describing.

Use 1: choosing properties

Select-Object includes a -Property parameter, which accepts a comma-separated
list of properties that you want to display. You use this to override the default display
for that object type. PowerShell will still control how this information is formatted
(we’ll show you how to control formatting in chapter 9).

TIP Remember, if you're curious about what properties are available to be
selected, pipe the object to Get-Member. Don’t assume that the formatted col-
umn headers you may have seen are the property names.

PS C:\> Get-Process | Select-Object -Property Name, ID,VM, PM

Name Id VM PM
conhost 1100 82726912 2166784
conhost 1820 48480256 1003520
conhost 2532 42979328 847872
csrss 324 45211648 2027520
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csrss 372 74035200 31252480
dfsrs 1288 363728896 14540800
dfssvc 1468 36069376 2326528

As you can see from those first few lines of output, you got exactly the “columns”

(remember our spreadsheet example?) you asked for. Also note that PowerShell isn’t

terribly sensitive about case—it displayed “Id” even though you typed it as “ID”.
Here’s something interesting about Select-Object:

PS C:\> Get-Process | Select Name,ID,VM,PM | Get-Member

TypeName: Selected.System.Diagnostics.Process

Name MemberType Definition

Equals Method bool Equals (System.Object obj)
GetHashCode Method int GetHashCode ()

GetType Method type GetType ()

ToString Method string ToString()

Id NoteProperty System.Int32 Id=1100

Name NoteProperty System.String Name=conhost

PM NoteProperty System.Int32 PM=2162688

VM NoteProperty System.Int32 VM=82726912

TIP Select-Object can be shortened to its alias, Select. Its -Property
parameter is positional (like it was for Sort), so in that last example you pro-
vided the list of properties in the correct position.

After Select-Object runs, the objects it sends to the pipeline have only the properties
you specified. Everything else is gone. You can see that the objects’ type names have
changed too, indicating that they’ve been “Selected.” That’s a cue to you that this isn’t
a complete process object; it’s a subset of information that would normally be avail-
able. This behavior creates some interesting problems for newbies. Can you tell the
difference between these two commands?

1 Get-Process | Select Name, Id,PM,NPM | Sort VM -Descending
2 Get-Process | Sort VM -Descending | Select Name, Id, PM, NPM

Here’s the difference:

1 The process objects are generated first. Then, you’re selecting a subset of their
columns (that is, properties), including only Name, ID, PM, and NPM. Only
those four properties will exist in the output. Yet the final command is trying to
sort on the VM property, which wasn’t one of the ones you picked. This com-
mand will run without error, but you won’t get the results you were expecting.

2 The process objects are generated first, and then you sort them on the VM prop-
erty. This will work, because at this stage the objects still have a VM property.
Then you choose the properties you want to see.

These two examples illustrate how important it is to think about what each command
is doing, about what each command is outputting, and about what the next com-
mand is going to do with that output—think in pipelines, not commands. This is
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another situation where Get-Member is invaluable. If you run a command and don’t
get the result you expect, break your command into small commands and pipe each
part to Get-Member so you can verify exactly what type of object PowerShell is writing
to the pipeline.

Use 2: choosing a subset of objects

The other, and almost completely unrelated, thing that Select-Object can do is
select a subset of “rows” or objects. It can select a chunk of objects either from the
beginning of the set, or from the end, or even from the middle. But that’s it.

NOTE This is a big “gotcha” for newcomers. Select-Object doesn’t apply any
intelligence when it’s grabbing a chunk of rows. It’s either “the first 10,” or
“the last 5,” or something like that. It doesn’t care about the data—it’s merely
counting off a specified number of rows. That’s it.

In this example, you grab the five processes that are using the most virtual memory:

PS C:\> Get-Process | sort VM -Descending | select -first 5

Handles NPM (K) PM (K) WS (K) VM (M) CPU(s) Id ProcessName
256 38 88116 74268 692 1.89 2188 powershell ise
483 21 69624 70160 567 3.87 2656 powershell
248 38 38880 35648 543 0.84 1248 Microsoft.Acti...
146 24 29336 21924 511 0.37 164 PresentationFo...
993 43 19352 35620 387 8.52 848 svchost

Or maybe you’d like to see the five using the least amount of paged memory:

PS C:\> Get-Process | sort PM -Descending | select -last 5

Handles NPM (K) PM (K) WS (K) VM (M) CPU(s) Id ProcessName
30 4 828 2544 41 0.00 2532 conhost
48 4 824 2688 14 0.02 1408 svchost
29 2 348 1020 5 0.05 228 smss
485 0 108 304 3 4 System
0 0 0 24 0 0 Idle

Or perhaps—and this gets tricky—you want to see the five biggest consumers of paged
memory, skipping the top three:

PS C:\> Get-Process | sort PM -Descending | select -skip 3 -first 5

Handles NPM (K) PM (K) WS (K) VM (M) CPU(s) Id ProcessName
525 21 69980 70776 567 4.10 2656 powershell
248 39 38928 35684 545 0.84 1248 Microsoft.Acti...
606 42 32704 39540 192 1.98 1788 explorer
206 14 30520 19504 71 1.40 372 csrss
146 24 29336 21924 511 0.37 164 PresentationFo...

Keep in mind that it doesn’t matter in which order you specify the parameters to
Select-Object; it will always execute -Skip first and then grab whatever -First or
-Last you specify.
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When used in this context, Select-Object writes the original object to the pipe-
line. So in this example if you piped the command to Get-Member you’d see Power-
Shell is writing System.Diagnostics.Process to the pipeline.

NOTE We want to remind you again that -First and -Last don’t care about
the data in your objects. They’re only grabbing the “top five consumers of
memory” because you’d first sorted them on that data. After sorting you need
to blindly grab the first five or last five or whatever—the first or last “n” that
are presented to Select-Object by the pipeline. That’s the extent of Select-
Object’s ability to filter out some of the objects you’ve produced.

An important change was made to Select-Object starting in PowerShell v3. In Power-
Shell v2, when you selected, say, the first 5 objects, PowerShell continued to get all
the remaining objects. For small data sets this was no big deal. But if your command
was returning 5,000 objects and you just wanted the first 5, you had to wait until all
5,000 were processed—hardly performance friendly. Starting in v3, once PowerShell
gets the first or last X number of objects, it stops processing, which means a much
faster performing expression. If for some reason you’d like to revert to the v2
approach, use the -Wait parameter. If you don’t believe us, you can test this for your-
self with Measure-Command.

PS C:\> measure-command {1..5000 | select -first 5 -wait}
Days 0

Hours 0

Minutes 0

Seconds 0

Milliseconds : 98

Ticks : 983903

TotalDays : 1.13877662037037E-06
TotalHours : 2.73306388888889E-05
TotalMinutes : 0.00163983833333333
TotalSeconds : 0.0983903

TotalMilliseconds : 98.3903

PS C:\> measure-command {1..5000 | select -first 5}
Days 0

Hours 0

Minutes 0

Seconds 0

Milliseconds 0

Ticks 6005

TotalDays 6.95023148148148E-09
TotalHours 1.66805555555556E-07
TotalMinutes 1.00083333333333E-05
TotalSeconds 0.0006005
TotalMilliseconds 0.6005

In the first command, which simulates the v2 approach, it took 98 milliseconds. But
the optimized approach introduced in v3 only took .6 milliseconds. That’s a perfor-
mance gain we can all get behind.
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Use 3: making custom properties

This is a super-cool feature: Select-Object’s -Property parameter accepts a combi-
nation of property names, which you’ve seen us do, and custom properties, which are
properties you define on the fly using a special syntax. We’ll admit up front that the
syntax is kind of ugly and involves a lot of punctuation, but it’s worth learning. Let’s
start with a one-line example:

PS C:\> Get-Process | Select -Property
Name, ID, @{name="TotalMemory" ;expression={$ .PM + $ .VM}}

Name Id TotalMemory
conhost 1100 84889600
conhost 1820 49483776
conhost 2532 43827200
csrss 324 47239168

Here you’re creating a new property called TotalMemory. The value for this property
comes from adding the PM and VM properties of each object in the collection.

Hmm, looking at this it turns out the VM and PM properties are in bytes. You're used
to seeing them in kilobytes and megabytes, because PowerShell’s default output obvi-
ously tweaks them. Because you’re working with the raw values, you’ll have to do some
math. The following is a one-line command that wraps on the printed page:

PS C:\> Get-Process | Select -Property

Name, ID, @{Name="TotalMemory (M) " ; Expression={ ($_.PM + $_.VM) /
1MB -as [int]}}

Name Id TotalMemory (M)
conhost 1100 81
conhost 1820 47
conhost 2532 42
csrss 324 45
csrss 372 100
dfsrs 1288 361

NOTE Keep your math skills in mind. You needed to enclose the addition
operation in parentheses to force it to occur first. Otherwise, math rules dic-
tate that PowerShell run $_.VM / 1MB first and then add $_.PM, which would
still be in bytes. Also, remember that converting the value to an integer causes
it to be rounded to the nearest integer.

Okay, so what the heck is all that?

= The structure starting with an @ sign is called a hash table (also referred to as dic-
tionaries or associative arrays). Hash tables consist of one or more key-value
pairs. In this case, we’ve used two pairs. Each pair is separated by a semicolon.
See the About_Hash_Tables help topic and chapter 16.

= The first key is Name, and it’s a key that Select-Object has been designed to
look for. We didn’t make this up—it’s listed in the examples in the help file for
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Select-Object. The value that goes along with this key is what you want to
appear in the column header for your new custom property.

The second key is Expression, and we didn’t make that up, either. Again, it’s a
special key that the command is hardcoded to look for. Its value goes in curly
brackets, and everything inside the curly brackets is run by PowerShell to create
the value for this column for each row. You can have as much PowerShell code
as you need between the curly braces.

The $_ is a placeholder that PowerShell looks for in special situations. This is
one of those situations. PowerShell will replace $_ with whatever object is in the
row that’s currently being produced. So, $_ will represent one process object at
a time. Because this placeholder trips up many people, in PowerShell v3 and
later you can also use spsitemin its place and achieve the same result.

= You don’t want to work with the entire process object—it has more than 65

properties! You only want to work with one of those properties at a time. In
other words, you want to work with a piece, or a fraction, of the object. In math,
what character indicates a fraction? A decimal point! So you follow $_ with a
period, or decimal point, to indicate that you're going to specify the portion of
the object you want. In the first case, it’s the PM property, and in the second it’s
the VM property.

Each e structure represents a single property in your output. You can specify as
many of those structures as you want, as part of the comma-separated property
list, to create additional columns.

One use for this trick is to come up with new column names that you like better than
the originals:

PS C:\> Get-Process \ Select -Property Name, ID,
@{Name="VirtMem" ; Expression={S$psitem.vm}},
@{Name="PhysMem" ; Expression={S$psitem.pm}}

Name Id VirtMem PhysMem
conhost 1100 82726912 2166784
conhost 1820 48480256 1003520
conhost 2532 42979328 847872
csrss 324 45211648 2027520

In this example we opted for the newer $psitem instead of $_ to indicate the current

object in the pipeline. As with all other cases where you use Select-Object and its

-Property parameter, the output objects contain only the properties you specified:

PS C:\> Get-Process | Select -Property Name, ID,
@{Name="VirtMem" ; Expression={$psitem.vm}},
@{Name="PhysMem" ; Expression={$psitem.pm}} | get-member

TypeName: Selected.System.Diagnostics.Process

Name

MemberType Definition

Equals Method bool Equals (System.Object obj)
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GetHashCode Method int GetHashCode ()

GetType Method type GetType ()

ToString Method string ToString()

Id NoteProperty System.Int32 Id=1100

Name NoteProperty System.String Name=conhost
PhysMem NoteProperty System.Int32 PhysMem=2166784
VirtMem NoteProperty System.Int32 VirtMem=82726912

You need to remember the following about these custom properties:

= The key Name can be replaced with n or N as a shortcut. You could also use
Label, L or 1 (the letter L). We don’t like using a lowercase L all by itself,
because it’s easily mistaken for the number 1. If you do abbreviate use L.

= The key expression can be replaced with e or E as a shortcut.

= Use $_ or $psitem to reference the current object in the pipeline.

NOTE Why does PowerShell let you use name, n, label, or 1? In vl of Power-
Shell, some cmdlets accepted custom properties and required Name. Other
cmdlets that did the same thing used Label instead. It made no sense, so
beginning with v2 Microsoft let all of those cmdlets use any of those keys.

Use 4: extracting and expanding properties

OkXkay, this will get a bit cerebral, but bear with us while we walk you through some
examples. We’re going to focus on exclusively using the -ExpandProperty parameter
of Select-Object for all of these.

EXTRACTING PROPERTY VALUES

First, let’s suppose you have a bunch of computers in Active Directory. Hopefully
that isn’t too hard to imagine. Now, let’s say you want to get a list of running pro-
cesses from every computer in the WebFarm organizational unit (OU) of the com-
pany.pri domain.

NOTE In these examples we’re assuming you’re using the Microsoft AD cmd-
lets, which aren’t part of PowerShell out of the box but must be added sepa-
rately, usually by installing Remote Server Administration Tools (RSAT). If
that’s not the case, you’ll need to modify them to fit with your toolset.

You run the following to get the computers themselves:
Get-ADComputer -Filter * -SearchBase "ou=WebFarm,dc=company,dc=pri"

This command produces a bunch of computer objects, each of which will have a Name
property containing the computer’s name. The Get-Process cmdlet accepts multiple
computer names on its -ComputerName parameter, so in theory it might seem like you
could do this:

Get-Process -computerName (
Get-ADComputer -Filter * -SearchBase "ou=WebFarm,dc=company,dc=pri"

)
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The problem is, Get -ADComputer produces objects of the type Computer, whereas the
-ComputerName parameter wants input of the type String (it says so in the command’s
help file). So that won’t work. Instead, you need to extract only the contents of the
Name property from those computers, and that’s where the -ExpandProperty parame-
ter comes in:

Get-Process -computerName (

Get-ADComputer -Filter * -SearchBase "ou=WebFarm,dc=company,dc=pri" |
Select-Object -ExpandProperty Name

NOTE We’'re writing these commands in a more formatted style to make
them more readable in the book. You can type them exactly as they’re written
(press Enter on a blank line when you’re finished to run them), or type them
all into a single line. It’s your choice.

When PowerShell executes this expression, the command within the parentheses is
evaluated first. This expression is getting all computer objects from the WebFarm
organizational unit and expanding the Name property. This has the effect of writing a
collection of strings, such as the computer name, to the pipeline, instead of a bunch
of computer objects. Using -ExpandProperty is also a handy technique when you want
to save a property value to a variable.

For example, let’s say you have some code to use the DisplayName property from a
service object. This works, but it’s a little complicated:
PS C:\> $svc = Get-Service spooler | select displayname
PS C:\> Write-Host "Checking $($svc.Displayname)"
Checking Print Spooler
The Get-Service cmdlet wrote a service object to $svc so you need to use a sub-
expression to access the DisplayName property. Or you can expand the property:
PS C:\> $svc = Get-Service spooler | Select -ExpandProperty Displayname
PS C:\> Write-Host "Checking S$svc"
Checking Print Spooler
Depending on your situation this might be easier to understand. You can expand only
a single property, but you can do it for a bunch of objects. This is a great way of creat-
ing an array of simple values.
PS C:\> Ssources = Get-Eventlog system -Newest 1000 |

select -Unique -ExpandProperty Source

PS C:\> $sources | sort | select -first 10
BTHUSB
DCOM
disk
EventLog
HTTP
Microsoft-Windows-Dhcp-Client
Microsoft-Windows-DHCPv6-Client
Microsoft-Windows-DNS-Client

Microsoft-Windows-DriverFrameworks-UserMode
Microsoft-Windows-FilterManager
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With this technique, $sources is a collection of strings and not eventlog objects.
Starting in PowerShell v3, you can also take a shortcut and have PowerShell implic-

itly expand a property:

PS C:\> (Get-Service m*).Displayname
Multimedia Class Scheduler

Windows Firewall

Distributed Transaction Coordinator
Microsoft iSCSI Initiator Service
Windows Installer

Microsoft Keyboard Filter

This is much easier to type than:

PS C:\> Get-Service m* | select -ExpandProperty Displayname
Multimedia Class Scheduler

Windows Firewall

Distributed Transaction Coordinator

Microsoft iSCSI Initiator Service

Windows Installer

Microsoft Keyboard Filter

Service names

Services have a Name property and a DisplayName property. The two are usually dif-
ferent. Consider this example:

(Get-Service m*) .Displayname

You're filtering on Name but listing DisplayName. The differences between Name and
DisplayName are easily shown:

PS C:\> Get-Service m* | Format-Table Name, DisplayName -AutoSize
Name DisplayName

MMCSS Multimedia Class Scheduler

MpsSvc Windows Firewall

MSDTC Distributed Transaction Coordinator

MSiSCSI Microsoft iSCSI Initiator Service

msiserver Windows Installer

MsKeyboardFilter Microsoft Keyboard Filter

When working with Services, just be careful which type of name you’re specifying.

although it’s perhaps not necessarily easier to understand, especially if you're new to
PowerShell. But when used interactively in the console, you can get the same results
with a single command that previously took several steps:

PS C:\> (Get-Eventlog system -Newest 1000).Source | sort | Get-Unique |
select -first 10

BTHUSB

DCOM

disk
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EventLog

HTTP

Microsoft-Windows-Dhcp-Client
Microsoft-Windows-DHCPv6-Client
Microsoft-Windows-DNS-Client
Microsoft-Windows-DriverFrameworks-UserMode
Microsoft-Windows-FilterManager

If you use syntax like this in a PowerShell script, be sure to clearly document the
expression.

EXPANDING COLLECTIONS
Sometimes, you’ll find that a property is a collection of other objects. For example,
the DependentServices property of a service object is a collection of other services:

PS C:\> Get-Service | Select-Object -Property Name,DependentServices

Name DependentServices
ADWS {
AeLookupSve {
ALG {
AppIDSvc {
Appinfo {
AppMgmt {
AudioEndpointBuilder {
AudioSrv {
BFE {

AudioSrv}

n -

haredAccess, RemoteAccess, Polic...

These collections get printed in curly brackets as you see here, but you can use
-ExpandProperty to “expand” them into their full, stand-alone objects. This is often
useful when you’re getting a single top-level object, such as getting the BFE service
(which appears to have several dependent services):

PS C:\> Get-Service -Name BFE | Select -Expand DependentServices

Status Name DisplayName

Running WdNisSvc Windows Defender Network Inspection...
Running WdNisDrv Windows Defender Network Inspection...
Stopped SharedAccess Internet Connection Sharing (ICS)
Stopped RemoteAccess Routing and Remote Access

Running PolicyAgent IPsec Policy Agent

Stopped NcaSvc Network Connectivity Assistant
Running MpsSvc Windows Firewall

Stopped IKEEXT IKE and AuthIP IPsec Keying Modules

Now you can see the contents of the DependentServices property. Those contents are
themselves services, so they have the same familiar-looking output.
You can also use the enumeration trick we showed earlier:

PS C:\> (Get-Service BFE) .DependentServices

Status Name DisplayName

Running WdNisSvc Windows Defender Network Inspection...
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Running WdNisDrv Windows Defender Network Inspection...
Stopped SharedAccess Internet Connection Sharing (ICS)
Stopped RemoteAccess Routing and Remote Access

Running PolicyAgent IPsec Policy Agent

Stopped NcaSvc Network Connectivity Assistant
Running MpsSvc Windows Firewall

Stopped IKEEXT IKE and AuthIP IPsec Keying Modules

You can even continue the enumeration to the next level:

PS C:\> (Get-Service BFE) .DependentServices.Displayname
Windows Defender Network Inspection Service

Windows Defender Network Inspection System Driver
Internet Connection Sharing (ICS)

Routing and Remote Access

IPsec Policy Agent

Network Connectivity Assistant

Windows Firewall

IKE and AuthIP IPsec Keying Modules

Use 5: choosing properties and a subset of objects

You can also combine the “first or last” functionality with the ability to pick the col-
umns (properties) that you want:

PS C:\> Get-Process | sort PM -Descending |
select -Skip 3 -First 5 -Property name, id,pm,vm

Name Id PM VM
powershell 2656 72245248 594939904
Microsoft.Activ... 1248 39858176 571244544
explorer 1788 33488896 200929280
csrss 372 31252480 74035200
PresentationFon. .. 164 30040064 536096768

NOTE Normally, you’ll see people specify the properties they want without
using the -Property parameter name: Select-Object Name, ID,PM, VM. We
didn’t do that, because we didn’t specify the list of properties in the first posi-
tion. When you use parameter names, as you did in this example, you can put
the parameters in any order you want. We’re big fans of using parameter
names, specifically because you don’t have to remember any special order. If
you omit the parameter names and only provide values, then it’s on you to
make sure you get the order right, and it’s easy to get that wrong.

Filtering objects

We howed you how Select-Object can grab a subset of objects, but we took pains to
point out that it’s non-intelligent, grabbing hunks of objects from the beginning or
end of the set. The Where-Object cmdlet, on the other hand, has much more power-
ful capabilities for truly filtering out objects you don’t want.
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Simplified syntax
PowerShell v3 introduced a new, simplified syntax for Where-Object, so we’ll cover
that first. PowerShell v3 and later still support the full syntax, which is all that’ll work
in older versions of PowerShell, and we’ll cover that last.

To use this syntax, you’ll need to know two things:

= The name of the property that contains the data you want to filter on
= The property values that you want to keep (everything else will be discarded)

Here’s an example:

PS C:\> Get-Service \ Where Status -ne Running

Status Name DisplayName

Stopped AeLookupSvc Application Experience

Stopped ALG Application Layer Gateway Service
Stopped AppIDSvc Application Identity

Stopped Appinfo Application Information

Stopped AppMgmt Application Management

Stopped AudioEndpointBu... Windows Audio Endpoint Builder

We included the first few lines of output. As you can see, we used the Where alias
instead of the Where-Object cmdlet name; you’ll also see people use the alias ? (this is
harder for newcomers to understand so we don’t recommend it), as in this example:

PS C:\> Get-Service | ? Status -ne Running

Status Name DisplayName

Stopped AeLookupSvc Application Experience

Stopped ALG Application Layer Gateway Service
Stopped AppIDSvc Application Identity

Stopped Appinfo Application Information

Stopped AppMgmt Application Management

Stopped AudioEndpointBu... Windows Audio Endpoint Builder

After the command (or alias), you type the name of the property you want the com-
mand to look at. In this case, we chose the Status property. Then, you specify one of
PowerShell’s comparison operators, which we covered in the previous chapter. Finally,
you specify the value that identifies objects you want to keep—we wanted to keep all
services that didn’t have a status of “Running.”

To use this simplified syntax, you need to know a few rules:

= You can only perform a single comparison. In other words, you can’t look for
services that have a service type of “Win320wnProcess” and a status of
“stopped” —you can only do one of those things. You could use two consecutive
Where-Object commands to achieve that goal, though: get-service | where
status -eq stopped |whereservicetype—quinBZOwnProcess.

= You can only use the core comparison operators specifically supported by the
command—read its help for a full list.
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If you need to do anything more complicated, you’ll have to switch to the full syntax
for the command.

NOTE Keep in mind that the simplified syntax was new for PowerShell v3.
You're likely to run across lots of examples that seem like they could use the
simplified syntax but instead use the full syntax. It’s likely those examples
were written for older versions of PowerShell, or that the examples’” authors
are used to the full syntax. It’s okay, because that full syntax still works fine in
v3 and later.

Full syntax

The full syntax for Where-Object involves a script block, which is basically a compari-
son contained within curly brackets. This syntax uses the same $_ or $psitem that you
could’ve used in Select-Object. Remember, PowerShell looks for $  (or $Spsitem) in
special instances, and the script block of Where-Object is one of those. If you don’t
need to work with the entire piped-in object (and you rarely will), use a period to
specify a single property. For example, here are three versions of the exact same com-
mand. We’ll start with the fullest possible syntax and work down to the briefest using
aliases and positional parameters:

m Get-Process | Where-Object -FilterScript {$_.workingset -gt lmb -AND
$_.company -notmatch "Microsoft"}

m Get-Process | Where {$_ .workingset -gt 1lmb -AND $ .company -notmatch
"Microsoft"}

m ps|?{$ .ws-gtlmb-ANDS .company -notmatch "Microsoft"}

These all do exactly the same thing, and you’re welcome to run them in PowerShell
to see what you get. You’ll notice that, with this full syntax, you’re able to specify
multipart comparisons using some of the Boolean operators that we introduced in
chapter 6.

If you’re writing a script that might be executed on a system running PowerShell
v2, you’ll need to stick with $_. Otherwise you can use $psitem, but the only thing you
gain is potential clarity.

The Where method

PowerShell v4 introduced another way to filter a collection of objects. This method
isn’t well documented, nor is it easily discoverable, yet it’s relatively easy to use and
performs well. Basically, you can use Where as a method:

PS C:\> (Get-Service m*).Where{$ .status -eqg "stopped"}

Status Name DisplayName

Stopped MozillaMaintenance Mozilla Maintenance Service

Stopped MSDTC Distributed Transaction Coordinator
Stopped MSiSCSI Microsoft iSCSI Initiator Service
Stopped msiserver Windows Installer
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When you use Where in this way, you must include $psitem or $_ to indicate a pipe-
lined object. You aren’t required to use parentheses, but we think you should get in
the habit anyway. This command will give you the same results:

(Get-Service m*) .Where ({$psitem.status -eq "stopped"})

The reason is that there’s a second parameter to the Where method. You can specify
any one of the following: First, Last, SkipUntil, Until, or Split.

PS C:\> $p = (Get-Process) .Where({$_ .ws -gt 100mb}, "split")

We retrieved all processes and split them into two parts based on the filter. The first
element of the array will contain those processes where the WorkingSet (the property
is abbreviated to ws by Get -Process) is greater than 100 MB:

PS C:\> Sp[0].count

13
PS C:\> $pl0] [0]

Handles NPM (K) PM (K) WS (K) VM (M) CPU(s) Id ProcessName

201 67 86224 102668 261 197.91 1240 chrome
The second element of the array ($p) will contain everything else:

PS C:\> $pll].count
75

Here are a few other ways to use this cool trick:

PS C:\> (Get-Process).Where({$ .ws -gt 100mb},"First",3)

Handles NPM (K) PM (K) WS (K) VM (M) CPU (s) Id ProcessName
414 39 126472 141540 476 1,279.25 2196 chrome
1764 102 164760 216800 480 3,609.66 3856 chrome
814 54 99444 107804 504 383.08 7260 chrome

PS C:\> (Get-Process).Where({$ .ws -gt 100mb},"Last",b2)

Handles NPM (K) PM (K) WS (K) VM (M) CPU (s) Id ProcessName
778 39 85344 103384 160 2,350.08 1308 svchost
680 96 142976 176404 409 31.45 3252 thunderbird

The number is the number of objects to return. Yes, you could get the same results
with more traditional expressions like this:

PS C:\> Get-Process | Where {$ .ws -gt 100mb} | Select -First 3

For a small data set like this, you may not notice much of a performance difference.
But in a large set you will:

PS C:\> measure-command {(1..1000).where({$psitem%2})}

Days
Hours
Minutes
Seconds

o O O O
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Milliseconds
Ticks
TotalDays
TotalHours
TotalMinutes
TotalSeconds

TotalMilliseconds
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41
413475

4.78559027777778E-07
1.14854166666667E-05

0.00068
0.04134
41.3475

9125
75

PS C:\> measure-command {(1..1000)

Days

Hours
Minutes
Seconds
Milliseconds
Ticks
TotalDays
TotalHours
TotalMinutes
TotalSeconds

TotalMilliseconds

Here we filtered to get the odd numbers between 1 and 1000. Using the traditional

o O o o

118
1185579

1.37219791666667E-06

3.29327
0.00197
0.11855
118.557

5E-05
5965
79

9

| where {$psitem%2}}

syntax took 118 ms whereas the newer v4 syntax took only 41 ms.

We haven’t covered the Skip and SkipUntil options yet. The best way to think of
them is that they provide an additional filter that supplies the data that matches the
condition or the data that doesn’t match. Let’s start by looking at the complete set

of processes:

PS C:\> Get-Process | sort Handles

Handles NPM (K)
0 0

43 6
44 2
72 8
75 8
81 7
810 44
838 50
843 45
872 32
971 46
1010 156
1073 39
1095 0
1164 27
1324 20
1327 50
1983 61
2015 89
2244 64

664
280
992
1916
968

38500
97772
13884
21636
27568
155984
34984
128
8692
8400
67388
44424
53904
72928

24
2988
620
4600
6544
1308

83228
183120
19960
24776
33388
206096
50056
9196
25700
13340
95364
45640
113196
117012

492
627
105
132
137
549
878

13
288

54
537
449
570
664

12
13

26
22
4,138

38
20
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.59
17.
.09
.31
97.
.56
.28
.06
.56
.69
.25
59.
81.
.25

27

02

27
89

Id

0
2932
364
3148
7088
1488

6060
412
380
932
980

6668

4292

2120

652
5680
1008
3140
2820

ProcessName
Idle
TabTip32
smss
jusched
conhost
armsvc

EXCEL
WINWORD
svchost
svchost
svchost
WWAHost
livecomm
System
UcMapi
lsass
ONENOTE
svchost
explorer
lync
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If you want to see only the data where the Handles property is greater than 1000, use
the following:

PS C:\> Get-Process | sort Handles | Where Handles -gt 1000

Handles NPM (K) PM (K) WS (K) VM (M) CPU(s) Id ProcessName
1010 156 155984 206096 549 26.56 6668 WWAHost
1078 39 34996 50788 878 22.48 4292 livecomm
1094 0 128 9196 13 4,140.78 4 System
1170 28 8720 25720 289 0.56 2120 UcMapi
1314 48 67304 95364 535 20.27 5680 ONENOTE
1322 20 8316 13296 53 38.72 652 lsass
1980 61 44372 45608 449 59.27 1008 svchost
2015 88 53904 113208 570 82.88 3140 explorer
2236 64 72884 116980 663 7.36 2820 lync

You could modify this as follows:

PS C:\> (Get-Process | sort Handles) .Where ({$ .Handles -gt 1000})

Handles NPM (K) PM (K) WS (K) VM (M) CPU(s) Id ProcessName
1010 156 155984 206096 549 26.56 6668 WWAHost
1116 0 128 9196 13 4,141.44 4 System
1126 42 36836 53436 889 23.36 4292 livecomm
1174 28 8728 25728 289 0.56 2120 UcMapi
1332 50 67536 95420 537 20.34 5680 ONENOTE
1337 20 8396 13332 54 38.89 652 lsass
1984 61 44372 45608 449 59.27 1008 svchost
2106 93 54676 113484 576 83.33 3140 explorer
2236 64 72912 116996 664 7.38 2820 lync

To see the data that doesn’t match, you have to modify the filter or use the Until
parameter:

PS C:\> (Get-Process | sort Handles) .Where ({$_ .Handles -gt 1000}, "Until")

Handles NPM (K) PM (K) WS (K) VM (M) CPU (s) Id ProcessName
0 0 0 24 0 0 Idle
43 6 664 2988 40 0.00 2932 TabTip32
44 2 280 620 4 2.55 364 smss
72 8 992 4600 70 0.03 3148 jusched
75 8 1932 6568 57 1.55 7088 conhost
81 7 968 1308 44 0.00 1488 armsvc
812 44 38500 83260 492 4.64 6060 EXCEL
841 50 62776 145108 586 87.06 412 WINWORD
842 45 13884 19964 105 12.09 380 svchost
871 32 21112 24180 132 13.38 932 svchost
971 46 27568 33388 137 97.33 980 svchost

If you don’t sort the processes, data will be displayed until the first process is met that
has a Handles property with a value greater than 1000.
If you add an integer as a third property:

(Get-Process | sort Handles) .Where ({$ .Handles -gt 1000}, "Until", 3)
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you’ll see the first three processes that don’t have a Handles property greater than
1000. Unfortunately there isn’t a way to get the last N processes that don’t match
the criterion.

The SkipUntil parameter is the opposite of Until. It skips all processes that don’t
match the filter. These options yield the same result:

(Get-Process | sort Handles) .Where ({$ .Handles -gt 1000}, "First")
(Get-Process | sort Handles) .Where ({$ .Handles -gt 1000}, "First", 1)
(Get-Process | sort Handles) .Where ({$ .Handles -gt 1000}, "SkipUntil", 1)

So why would you use SkipUntil? The best reason is that it’s a bit faster than the alter-
natives, so you get your data sooner.

TIP Because this syntax can be so efficient, it’s great for interactive sessions.
Normally, we hesitate to use such a shortcut in a script, but because of the
performance gains it’s hard to argue against it. So if you include syntax like
this in a PowerShell script, we encourage you to document and clearly explain
it, especially if the script will be used by other people.

This syntax can be confusing, so we recommend that you practice with it by building
on the examples we’ve provided.

Grouping objects
Most of the time, the PowerShell pipeline handles groups of objects fine. But some-

times you want to take matters into your own hands. The Group-0Object cmdlet takes a
bunch of objects and puts them into buckets, or groups, based on a key property:

PS C:\> Get-Service | Group-Object -property Status

Count Name Group
95 Running {System.ServiceProcess.ServiceController, Sy...
99 Stopped {System.SerViceProcess.ServiceController, Sy...

Here you’re taking all the service objects and piping them to Group-Object, organizing
them into groups based on the Status property. What you get back is a different object.
Even though you started with service objects, Group-Object writes a different type of
object to the pipeline. You can verify this by piping your command to Get -Member:

PS C:\> Get-Service | group status | Get-Member

TypeName: Microsoft.PowerShell.Commands.GroupInfo

Name MemberType Definition

Equals Method bool Equals (System.Object obj)

GetHashCode Method int GetHashCode ()

GetType Method type GetType ()

ToString Method string ToString()

Count Property  System.Int32 Count {get;}

Group Property System.Collections.ObjectModel.Collection™1[[Syst...
Name Property System.String Name {get;}

Values Property System.Collections.ArrayList Values {get;}
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You can simplify your typing by taking advantage of aliases and positional parameters.
As you can see, you have something called a Microsoft.PowerShell.Commands.Group-
Info object, which has properties of Group, Name, and Values. The Group property is
the collection of objects. In this example, that will be service objects.

Let’s run that command again:

PS C:\> $services = Get-Service \ group status
PS C:\> $services

Count Name Group
100 Stopped {system.ServiceProcess.ServiceController, Sy...
94 Running {System.ServiceProcess.ServiceController, Sy...

The variable $services contains the GroupInfo objects. Let’s look at the Group prop-
erty of the first element of $services and display the first few items:

PS C:\> $services[0] .group[0..5]

Status Name DisplayName

Stopped AeLookupSvc Application Experience

Stopped ALG Application Layer Gateway Service
Stopped AppIDSvc Application Identity

Stopped Appinfo Application Information

Stopped AppMgmt Application Management

Stopped aspnet_state ASP.NET State Service

Grouping objects can come in handy when you’re more interested in the collective
results. For example, suppose you want to find out what types of files are in a given
folder. We’ll look at a local folder, but this would easily translate to a shared folder on
one of your file servers:

PS C:\> $files = dir c:\work -recurse -file | Group Extension

PS C:\> S$files | sort Count -descending | select -first 5 Count,Name
Count Name

215 .txt
90 .psl
42 .csv
40 .xml
15 .abc

We’ll deal with formatting later, but at a glance you can see which file types are most
in use. If you were curious about the files themselves, you could get them in the
Group property.

Depending on what you need to do with the grouped objects, you might find it easier
to work with a hash table. Group-Object can help you with the -AsHashTable parameter:

PS C:\> $services = Get-WmiObject -Class Win32 Service |
group StartMode -AsHashTable

PS C:\> $services
Name Value

Manual {\\SERENITY\root\cimv2:Win32_Service.Name...
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Unknown {\\SERENITY\root\cimv2:Win32 Service.Name. ..
Auto {\\SERENITY\root\cimv2:Win32_Service.Name...
Disabled {\\SERENITY\root\cimv2:Win32 Service.Nam....

PS C:\> $services.Disabled.count

11

PS C:\> $services.Disabled.displayname
Bluetooth Support Service

HomeGroup Listener

HomeGroup Provider

Net.Tcp Port Sharing Service

Routing and Remote Access

Remote Registry

Smart Card

Internet Connection Sharing (ICS)
Windows Biometric Service

Windows Media Player Network Sharing Service
Family Safety

Finally, sometimes you don’t care about the grouped items themselves, only the results
of the grouping. In those situations you can use the -NoElement parameter, which
omits the Group property:

PS C:\> dir c:\scripts -file | group extension -NoElement |
sort count -desc | select -first 5

Count Name

1170 .psl
313 .txt
57 .zip
26 .xml
25 .csv

Here we got all files from the Scripts folder, grouped by extension but omitting the
files themselves.

Measuring objects

Sometimes, you need to know how many objects you have, and PowerShell is happy to
help. Allow us to introduce the Measure-Object cmdlet and its alias, Measure:

PS C:\> Get-Command -Verb Get | Measure-Object

Count : 508
Average

Sum

Maximum
Minimum
Property

You can also get count information with Group-0Object as we showed previously. But as
the previous output implies, Measure-Object can do more than count, if you give it a
single property that you know contains numeric data:
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PS C:\> Get-Process | Measure-Object -Property PM -Average -Sum -Min -Max

Count : 45

Average : 14478631.8222222
Sum : 651538432
Maximum : 90230784
Minimum : O

Property : PM

Like Group-Object, this cmdlet writes a new object to the pipeline with properties like
Sum and Average. But as you can imagine, this is certainly a useful tool. Let’s continue
with our group of file extensions and find out how much space they’re using:

PS C:\> $files | sort count -descending |

select -first 5 Count,Name,@{Name="Size";Expression={
($_.Group | Measure-Object Length -sum).sum}}

Count Name Size
215 .txt 22386907
90 .psl 663866

42 .csv 7928346

40 .xml 26003578

15 .abc 4564272

Here you created a custom property called Size that took the Group property from
each GroupInfo object and piped it to Measure-Object to get the sum of the length
property. This is a nice example of the PowerShell’s flexibility and capability. You
started out by running a simple DIR command and ended up with completely differ-
ent but extremely valuable output.

Enumerating objects

Enumerating basically means “going through a whole bunch of things, one at a time.”
In other words, imagine that you have a big stack of comic books and need to pick out
all the ones that Neil Gaiman worked on. You’re going to go through that stack, one
at a time, open each one up, and look to see if Neil’s mentioned in the credits. It’s
going to be time-consuming, and you’re going to wish you could get your little
brother to do it, but it’s what you have to do.

PowerShell does this with the ForEach-Object cmdlet. As with Where-Object, Power-
Shell v3 introduced a simplified syntax—but this time, we’ll start with the full syntax.

Full syntax

You’ll usually pass a script block to its -Process parameter, and in that script block
you’ll have access to good-old $_, which will represent a single piped-in object, or use
the newer $psitem. For example, let’s say that you were fed up with work and needed
to shut down every computer in the domain. We’re not saying you should do that, but
if you needed to, this would accomplish it:

Get-ADComputer -filter * | ForEach-Object -Process {
Stop-Computer -computerName $_.Name
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In real life, if someone were crazy enough to do this, you’d probably see it written with
an alias as well as abbreviated and positional parameters:

Get-ADComputer -filter * | ForEach {
Stop-Computer -comp $_.Name

}
You might even see a shorter alias used. This isn’t one we care for, because it gets hard
to read scripts that have a lot of these, but people use it a lot:
Get-ADComputer -filter * | % {

Stop-Computer -comp $_.Name
}
You could type any of those all on one line, but you could also type them exactly as we
did in the example. Press Enter on a blank line when you’re finished, and PowerShell
will start shutting everything down.

Before you do that (and possibly tank your career), we want to revisit this concept of
enumerating. We’re not going to pretend you’ll never need to use this cmdlet, because
you will. We’re not even going to tell you that using it should be a rare occurrence,
because it might not be. But any time you do use ForEach-Object, sit down and ask
yourself if you really have to. For example, we notice that the Stop-Computer cmdlet has
a -ComputerName parameter, which accepts data of the type stringl], which means it
can accept more than one computer name at a time. Thus, the following would work:
Stop-Computer -computername (

Get-ADComputer -Filter * | Select -Expand Name)
See? No need to use the confusing old ForEach-Object at all, with its curly brackets
and $_and whatnot. In many cases, a properly used cmdlet can work against several
things at once, without you needing to go through them one at a time. It’s as if you
had a magic scanner into which you could pour your comic collection and have it spit
out the ones you want without you having to manually look at each one.

Simplified syntax

The simplified syntax for ForEach-Object is a bit restrictive in what it lets you do, but
it does away with the ugly $_ or spsitem placeholder. The simplified syntax of
Foreach-Object has similar restrictions to Where-Object in that you can only use a
single simple command. As an example, you can use calc.exe:

PS> Start-Process calc

PS> Get-Process calc
Handles NPM (K) PM (K) WS (K) VM (M) CPU (s) Id ProcessName

72 18 6152 11060 85 0.11 2320 calc

A new calculator process is started. Richard used to use Notepad for this sort of exam-
ple until a reviewer complained because the code shut down Notepad and destroyed
his notes. We trust you aren’t. In the full syntax, you’d use

Get-Process calc | foreach {$_ .Kill()}
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In the real world you’d use Get-Process calc | Stop-Process, but the explanation
wouldn’t work as well.
With the simplified syntax, you’d use

Get-Process calc | foreach Kill

But something like this won’t work:

Get-Process | foreach if (Id -eqg 2120) {Kill}

You need to use the full syntax:

Get-Process | foreach {if ($ .Id -eq 2120){$_ .Kill()}}

The simplified syntax is probably of more use with Where-Object, but having options
is always good, and you should take the opportunity to type less code to achieve the
desired result where applicable.

The ForEach method

In PowerShell v4 you also get a ForEach method, which like the Where method we dis-
cussed earlier, isn’t easy to discover. But the syntax is essentially the same:

PS C:\> ("don","jeff", "richard") .foreach ({$_.toupper()})

DON

JEFF

RICHARD

As with Where, you can use $_ or $psitem. The method offers performance gains.
Here’s the traditional way to use it:

PS C:\> measure-command {(1..1000) | foreach {$ *3}}
Days 0

Hours 0

Minutes 0

Seconds : 0

Milliseconds : 92

Ticks : 929776

TotalDays : 1.07612962962963E-06
TotalHours : 2.58271111111111E-05
TotalMinutes : 0.00154962666666667
TotalSeconds : 0.0929776

TotalMilliseconds : 92.9776
And here’s the new syntax:

PS C:\> measure-command {(1..1000).foreach({$_*3})}

Days 0

Hours 0

Minutes 0

Seconds : 0

Milliseconds : 40

Ticks : 400475

TotalDays : 4.63512731481481E-07
TotalHours : 1.11243055555556E-05
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TotalMinutes : 0.000667458333333333
TotalSeconds : 0.0400475
TotalMilliseconds : 40.0475

The larger the data set, the greater the gain:

PS C:\> (measure-command {(1..100000) | foreach {$ *3}}).TotalMilliseconds
2854.1627
PS C:\> (measure-command {(1..100000).foreach({$_ *3})}).TotalMilliseconds
801.3789

As before, if you use this syntax in a script be sure to clearly document it.

Importing, exporting, and converting objects

Now we’re going to cover PowerShell’s core, built-in commands for getting data in
and out of the shell and various other formats. First, let’s define the four verbs you’ll

be working with:

Import refers to the process of reading data from some external format, usually a
file, and bringing that data into the shell in the form of objects. So this is a two-
step process: read the data, and then convert the data into objects.

Export refers to the process of taking objects in the shell, converting them to
some other data structure, and then writing that data out to an external form—
usually a file. As with import, this is a two-step process: convert the data, and then
write it out.

ConvertTo refers to the process of taking objects in the shell, changing them into
some other data structure, and then leaving that converted data in the shell so
that other commands can work with it.

ConvertFrom refers to the process of taking some data structure and converting it
into the object data structure that the shell uses. The objects remain in the shell
for other commands to work with.

WARNING We see folks get confused about these four verbs all the time.
Remember, Import and Export deal with external files; ConvertTo and Con-
vertFrom deal entirely with data that’s contained within PowerShell.

Here’s a quick rundown of some of the cmdlets you’ll find yourself using. This isn’t an
exhaustive list, but it’s a good one to start with:

ConvertTo-HTML
ConvertTo-CSV
Export-CSv
Import-CSV
Export-CliXML
Import-CliXML

Let’s work with the CSV cmdlets first. Technically, they only create comma-separated
value (CSV) data structures by default; using their -Delimiter parameter, you can also
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have them create files that use delimiters other than a comma. We’ve seen people cre-
ate tab-delimited format (TDF) files using these cmdlets, for example.
Here’s the first example:

PS C:\> Get-Process \ select name, id, vm, pm | ConvertTo-Csv

#TYPE Selected.System.Diagnostics.Process

||Name|| , ||Id|| , ||VM|| , ||PM|I

"conhost","1100","82726912","2883584"

"conhost", "1820", "48480256","1003520"

"conhost", "2532","42979328", "847872"

"csrss","324","45211648","2027520"

"esrss", "372","74035200","31252480"

"dfsrs","1288","364253184","14684160"

"dfssve", "1468","36069376","2326528"

"dllhost","1016","58023936","4202496"

"dns","1324","122880000", "86794240"

"dwm", "1964","55918592","1712128"

"explorer","1788","200929280","33488896"

As you can see, this obviously took the objects we had and made them into a CSV rep-
resentation—not a CSV file, mind you, because there’s no file involved. The data was
converted from objects (one kind of data structure) to CSV (another kind of data

structure), but the data stayed in the shell, which is what the ConvertTo verb means.

NOTE The firstline in the CSV is a comment, indicating what type of data was
converted. You can eliminate this, if necessary, by using a parameter of the
ConvertTo-CSV cmdlet. We’ll let you read the help file for the cmdlet to find
that parameter. It’s for your own good.

So what if you need that in a file? Simple: redirect the output using the legacy console
redirection characters.

PS C:\> Get-Process \ select name, id, vm, pm | ConvertTo-Csv > procs.csv
That’s an alternative to the Out-File cmdlet, so you could use that instead:

PS C:\> Get-Process | select name,id,vm,pm | ConvertTo-Csv |
Out-File procs.csv

If you’re a fan of shortcuts, then you’'re going to love Export-CSV. As implied by
the Export verb, it basically combines ConvertTo-CSV and Out-File into a single,
handy utility:

PS C:\> Get-Process \ select name, id, vm, pm | Export-Csv procs.csv

But be careful. Run the following command in PowerShell:

PS C:\> Get-Process | Export-Csv myprocs.csv

Then open the CSV file in Notepad or view it in PowerShell:

PS C:\> Get-Content .\myprocs.csv | select -first 2

#TYPE System.Diagnostics.Process

" NounName", "Name", "Handles", "VM","WS", "PM", "NPM", "Path", "Company", "CPU", "
FileVersion", "ProductVersion", "Description", "Product", "BasePriority", "ExitC
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ode", "HasExited", "ExitTime", "Handle", "HandleCount", "Id", "MachineName", "Main
WindowHandle", "MainWindowTitle", "MainModule", "MaxWorkingSet", "MinWorkingSet
", "Modules", "NonpagedSystemMemorySize", "NonpagedSystemMemorySize64", "PagedM
emorySize", "PagedMemorySizeé64", "PagedSystemMemorySize", "PagedSystemMemorySi
ze64", "PeakPagedMemorySize", "PeakPagedMemorySize64", "PeakWorkingSet", "PeakW
orkingSet64", "PeakVirtualMemorySize", "PeakVirtualMemorySize64", "PriorityBoo
stEnabled", "PriorityClass", "PrivateMemorySize", "PrivateMemorySize64", "Privi
legedProcessorTime", "ProcessName", "ProcessorAffinity", "Responding", "Session
Id","StartInfo","StartTime", "SynchronizingObject", "Threads", "TotalProcessor
Time", "UserProcessorTime", "VirtualMemorySize", "VirtualMemorySize64", "Enable
RaisingEvents", "StandardInput", "StandardOutput", "StandardError", "WorkingSet
", "WorkingSet64","Site", "Container"

What happened? Exactly what you told PowerShell to do: get all processes on the local
computer and export them to a CSV file. Don’t assume that exporting, or converting
for that matter, works on the cmdlet’s default output. The export or convert cmdlet
processes all objects and all their properties. If that isn’t what you want, you’ll need to
select the properties you’re interested in:

PS C:\> Get-Process | Select Name, ID,WS,VM, PM, Path | Export-Csv myprocs.csv
PS C:\> Get-Content .\myprocs.csv | select -first 3

#TYPE Selected.System.Diagnostics.Process
llNamell , llIdll , llwsll , IIVMII , IIPM" , "Path"
"cmd", "2036","208896","79732736","5902336", "C:\Windows\system32\cmd.exe"

That’s more like it. The other fact to keep in mind when exporting or converting to
the CSV format is that properties that are nested objects don’t translate well:

PS C:\> Get-Service | Select Name,Displayname,DependentServices, status \
Convertto-CSV | Select -first 4

#TYPE Selected.System.ServiceProcess.ServiceController"Name", "DisplayName",
"DependentServices", "Status"
"AeLookupSvc", "Application

Experience", "System.ServiceProcess.ServiceController[]", "Stopped"
"ALG", "Application Layer Gateway
Service", "System.ServiceProcess.ServiceController[]", "Stopped"

The DependentServices property is a collection of nested service objects. When you
attempt to turn this into a CSV-formatted item, you end up with System.Service-
Process.ServiceController [1, which is hardly meaningful. The bottom line is that
when using the CSV format, stick with properties that have simple values. We’ll show
you how to handle these nested objects in a bit.

Hopefully that illustrates the main difference between converting and exporting:

m  Convert = Changes the data structure
»  Out=Putinto external storage
m  Export = Convert + Out

That leaves us with Import-CSV. Let’s say you start with the following CSV file and data:

Name, Department, City
Don, IT,Las Vegas
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Jeffery,IT, Syracuse
Richard, IT, London
Greg, Custodial, Denver

You can now run the following command to bring that data into the shell as objects:

PS C:\> Import-Csv .\data.csv

Name Department City

Don IT Las Vegas
Jeffery IT Syracuse
Richard IT London
Greg Custodial Denver

As you can see, PowerShell does the work of interpreting the CSV file. At the start of this
chapter, we explained that “rows” and “columns” in a spreadsheet become “objects” and
“properties” when they’re made into objects, and that’s exactly what Import-CSV has
done. You can then manipulate those objects as you’ve manipulated others:

PS C:\> Import-Csv .\data.csv | where { $psitem.Department -eq "IT" } |
Sort Name

Name Department City

Don IT Las Vegas
Jeffery IT Syracuse
Richard IT London

How cool is that? Everything in PowerShell is geared to make working with objects
easy. By getting the shell to convert other data structures into objects, you get to work
with that stuff more easily.

Now for a quick look at HTML. The only cmdlet here is ConvertTo-HTML; for some
reason, there’s no Export-HTML, so you’ll generally have to redirect the output to a file
on your own. There’s also no Import or ConvertFrom option here; it’s a one-way trip
to HTML. As with the CSV format, make sure you’'re only converting simple property
values. No nested objects. Here’s the example, and figure 7.2 shows the results.

PS C:\> Get-Service | Where { $_.Status -eq "Stopped" } |
ConvertTo-HTML -Property Name, Status,DisplayName |
Out-File Stopped.html

NOTE The ConvertTo-HTML cmdlet has many more uses for its many differ-
ent parameters. We’ll make heavy use of them toward the end of the book, in
chapter 33 on creating reports.

Finally, a quick word on the CliXML format: It’s XML. It’s a simple XML that Power-
Shell understands natively. It’s a great way to persist objects over time, such as creating
a snapshot of some objects for later examination. We’re going to use it in the next sec-
tion for that purpose.
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AeLookupSve Stopped Application Experience

ALG Stopped Application Layer Gateway Service

AppIDSve Stopped Application Identity

Appinfo Stopped Application Information %

AppMgmt Stopped Application Management

AudioEndpointBuilder Stopped Windows Audio Endpoint Builder

AudioSrv Stopped Windows Audio

Browser Stopped Computer Browser
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clr_optimization v2.0.50727_64 Stopped Microsoft NET Framework NGEN v2.0.50727_X64

CscService Stopped Offline Files

defragsve Stopped Disk Defragmenter

dot3sve Stopped Wired AutoConfig

EapHost Stopped Extensible Authentication Protocol

EFS Stopped Encrypting File System (EFS)

FCRegSvc Stopped Microsoft Fibre Channel Platform Registration Service
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Figure 7.2 Viewing converted-to-HTML data in Internet Explorer

Comparing objects
The last cmdlet you’ll learn in this chapter is Compare-Object, which has an alias
named Diff. You're going to use it in conjunction with Export-CliXML and Import-
CliXML to perform a cool, and incredibly useful, trick.

Do you do configuration change reporting in your environment? Many organiza-
tions do, and PowerShell can make it easy. You start by creating a baseline, or refer-
ence file, that represents the way you want things to be configured. For example:

PS C:\> Get-Process | Export-CliXML proc-baseline.xml

That takes a snapshot of the currently running processes and puts it into PowerShell’s
XML format, in an external file. CliXML is better than CSV for this task, because XML
can represent deeply nested data, whereas CSV can only represent a single, flat level of
data. Let’s say you do this on a server, where the processes that are running should be
pretty fixed. If new processes crop up over time, you’ll definitely want to know about
it. So, you’ll come along in a month or so and see what’s new. The following is a one-
line PowerShell command:

PS C:\> Compare-Object -ReferenceObject (Import-CliXML .\proc-baseline.xml)
-DifferenceObject (Get-Process) -Property Name

www.it-ebooks.info


http://www.it-ebooks.info/

7.11

Summary 105

Name SideIndicator
calc =>
mspaint =>
notepad =>
svchost =>

A blank result set would have been good news—what the heck is going on here?
MSPaint running on a server? You clearly need to have a group meeting about proper
uses for servers.

Here’s what you need to do:

= Run Compare-Object.

= The first parameter is -ReferenceObject, which is your baseline. To provide
the baseline data, use a parenthetical command that imports your baseline data
from the XML file. The entire contents of that XML file are converted into
objects, and those become the values for the parameter.

= The second parameter is -DifferenceObject, which is what you want to com-
pare the reference to. You have the current process objects as the values for the
parameter, again by using a parenthetical command.

= The properties of a process are always changing: Memory, processor, and so
forth are always different. So you don’t want to compare those values, which
Compare-Object would normally do. Instead, use the -Property parameter to
tell it to only look at one property. That property is Name, which won’t ever
change during a process’s lifetime.

= The results include a “side indicator.” It’s a little arrow, and if it points right, it
means the difference set has something (in this case, the current processes)
that doesn’t exist in the reference set. A left-pointing arrow means the oppo-
site—a process existed in the baseline but doesn’t currently exist.

We’ve seen companies build scripts that are little more than dozens, or even hundreds,
of those Compare-Object commands, each one comparing a different baseline to some
portion of the existing configuration. They’ll even pipe the output to an HTML file, and
then email the file (as an attachment, using Send-MailMessage) to someone.

Summary

Well, we covered a lot. The goal of this chapter was to introduce you to the idea of
objects and to show you some of the core PowerShell cmdlets that manipulate objects.
We dare say that you’ll use these commands all the time, whether you’re working with
Windows, Active Directory, Exchange Server, SQL Server, SharePoint Server, VMware,
Citrix, or anything else that’s manageable with PowerShell. The skills you learned in
this chapter, and the ones you’ll learn in the next couple of chapters, are as funda-
mental to PowerShell as the mouse is to Windows itself. We covered a lot of ground, so
be prepared to come back to this chapter to refresh your memory any time you need
to and be sure to read any help topics we eferenced.
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The PowerShell pipeline

This chapter covers

m Using PowerShell’s pipeline mechanism
m Working with parameter binding

® Troubleshooting the pipeline

Okay, we’ll admit it: We’re big PowerShell fans. You probably could have guessed
that, but you might not know exactly why. It’s the pipeline. Although not everyone
realizes it, PowerShell is incredibly different from other command-line shells in any
other operating system, or even in older versions of Windows, and that difference is
due primarily to the pipeline. It’s easy to use PowerShell without knowing much
about the pipeline, but mastering PowerShell requires you to master the pipeline.
That’s what this chapter will help you do.

How the pipeline works

We started using the pipeline almost from the very start of this book, and the previ-
ous chapter made heavy use of it. Heck, you’ve used it yourself if you’ve ever run a
command like Dir | More, or Get-Service | Out-File, or Get-Process | Sort |
Select, or any other combination of commands. That vertical bar, |, is the pipe char-
acter, and it indicates that you're using PowerShell’s pipeline.

106
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The old way of piping
In pretty much every other operating system shell we’re aware of, including Win-
dows’ old Cmd.exe shell, you can pipe stuff from command to command. It’s worth
understanding how older shells do it so that you can better appreciate what Power-
Shell’s up to.

In those older shells, utilities—such as Ping, Ipconfig, Tracert, NSlookup, and
so forth—are generally written to a specific set of rules, which require them to imple-
ment three interfaces:

= StdIn
m Stdout
m StdErr

When you run a command, it outputs text to Stdout. If you just run a single command,
the shell captures whatever comes out of Stdout and displays it on the screen. Thus,
when you run Ipconfig, you see output on the screen. Input is given to the command
via StdIn. So, when you run an interactive utility like NSlookup, the shell takes what-
ever you type and jams it into the utility’s StdIn so that you can interact with the util-
ity. StdErr is where errors are written.

Run a command like Dir | More in an older shell and you’re basically telling the
shell to “connect the stdout of the first command to StdIn of the second command.”
Figure 8.1 shows how this arrangement works.

The output sent from command to command is always text. That’s why Unix and
Linux administrators tend to have strong string-manipulation skills and really strong
regular expression skills—because they’re working with text in their shell, they need
those skills to get by.

The PowerShell way of piping

PowerShell works completely differently. For one, its cmdlets don’t implement Std-
Out, StdIn, or StdErr the way old-school commands do (although PowerShell knows
how to interact with those standard interfaces, because it has to do so in order to run
older commands like Ping and Ipconfig; we’ll cover those at the end of this chapter).

Dir More

StdOut StdErr

StdOut

Stdin ‘ StdErr

Figure 8.1 Piping in old
shells just connects
Stdout to StdIn.
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Get-Service Stop-Service
Output -inputObject -Name
-Exclude -Display
?

-Force -Whatlf Figure 8.2 PowerShell has
to decide which parameter of
the second command will

-PassThru -ConDrm receive the output from the

first command.

Instead, when two PowerShell commands are connected to each other, the first com-
mand places its output, in the form of objects, into the pipeline. The pipeline is some-
thing that the shell itself maintains as a way of getting objects from one command to
another. In a way, the pipeline is a bit like Stdout; it’s the one place that all PowerShell
commands must send their output.

NOTE Technically, PowerShell has several pipelines: one for output (which is
like stdout), one for errors (similar to StdErr), one for warnings, one for ver-
bose command messages, and one for debugging information. Right now,
we’re just concerned with the output pipeline.

The real PowerShell difference happens with the next command in the pipeline:
There’s no StdIn for the shell to use. There’s no single way for whatever’s in the pipe-
line to be handed off to the next command. Instead, PowerShell has to attach the
objects in the pipeline to one of the next command’s parameters. For example, let’s
say you were to run Get-Service | Stop-Service (dontactually do so—it’ll crash your
machine). As shown in figure 8.2, PowerShell has to decide which parameter of Stop-
Service will receive the objects that Get-Service putinto the pipeline.

This decision-making process is called pipeline parameter binding, and PowerShell
has two techniques it can use: ByValue and ByPropertyName. Both of these techniques
rely on the programmer who created the cmdlet having hooked it up to participate in
this process.

Parameter binding ByValue

With this technique, PowerShell figures out which parameters of the cmdlet are capable
of accepting pipeline input via the ByValue technique. This capability, as we mentioned,
is built into the cmdlet when it’s created by a programmer. The programmer decides
which parameters will support ByValue, and that information is documented in the
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cmdlet’s help file. For example, if you run Help Stop-Service -Full, you can scroll
down to the help for each individual parameter. Here’s what two of them look like:

-Include <stringl[]s>
Stops only the specified services. The value of this parameter
qualifies the Name parameter. Enter a name element or pattern,
such as "s*". Wildcards are permitted.

Required? false
Position? named
Default value

Accept pipeline input? false

Accept wildcard characters? false
-InputObject <ServiceController|[]>
Specifies ServiceController objects representing the services to be
stopped. Enter a variable that contains the objects, or type a
command or expression that gets the objects.

Required? true
Position? 1

Default value

Accept pipeline input? true (ByValue)

Accept wildcard characters? False

The -Include parameter doesn’t support pipeline input at all—it says so right in the
help. The -InputObject parameter does accept pipeline input, and it does so using
the ByValue technique, which is what PowerShell is attempting. PowerShell reads
through all of the available parameters and figures out which ones support ByValue.
The result is shown in figure 8.3.

Each parameter can accept only a certain kind of input, which is also documented
in the help. The -Name parameter accepts objects of the type String, whereas the
-InputObject parameter accepts objects of the type ServiceController. PowerShell
looks at the objects in the pipeline to see what type they are. You can do the same
thing by using the Get -Member cmdlet:

Get-Service Stop-Service

Output -inputObject -Name

o [ o
b [ e
Figure 8.3 PowerShell

eliminates parameters that
-Pz%hru -C><rm don’t support ByValue

pipeline input.
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Get-Service Stop-Service

I'II'I
p -4
Q.

Output -inputObject -Name
Figure 8.4 The output

e -E}(ay
of Get-Service will

be attached to the
-Pa><hru -C}Ké'm -InputObject parameter

of Stop-Service

PS C:\> Get-Service | Get-Member

TypeName: System.ServiceProcess.ServiceController

Name MemberType Definition

Name AliasProperty Name = ServiceName
RequiredServices AliasProperty RequiredServices = ServicesDepen.. .
Disposed Event System.EventHandler Disposed(Sys...

The first line of output says it all: Get-Service produces objects of the type System
.ServiceProcess.ServiceController. As a shortcut, you usually just look at the last
part of the name, which is ServiceController. That’s the exact type of object that
-InputObject will accept ByValue, and so, as shown in figure 8.4, PowerShell sends
the objects in the pipeline to the -InputObject parameter. The help file for Stop-
Service says that the -InputObject parameter

Specifies ServiceController objects representing the services to be Stopped

So whatever service objects are in the pipeline—which is all of them—will be stopped.

PowerShell always does ByValue parameter binding first; it will only go on to the
next technique, ByPropertyName, if there was no parameter capable of accepting
the type of object that’s in the pipeline by using the ByValue technique. You’ll also see
that only one parameter per cmdlet can use ByValue. If the cmdlet had two parame-
ters that supported ByValue, PowerShell would have no way of knowing what input
gets hooked into each parameter.

NOTE PowerShell recognizes the object type “Object” as a generic type. If you
look at the help for cmdlets such as Sort-Object and Select-Object, you'll
see that they too have an -InputObject parameter, which accepts pipeline
input ByValue and which accepts the generic type “Object.” In other words,
any kind of object can be given to -InputObject, and that’s why all of the
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examples in the previous chapter worked. Parameters that accept the type
“Object” are kind of “universal recipients,” capable of accepting anything that
co